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The first edition of this book was published in 1990. It was a relatively slim volume,
indicative of the fact that computer law was only really starting to develop as a subject
in its own right. Since that time, computer law has grown enormously, reflecting the
continual growth of the use of computers and the new and emerging uses that computer
technology has been and will be put to. The most noteworthy technological develop-
ment has, of course, been the phenomenal rise of the Internet, leading to a whole range
of issues having legal implications and stimulating legislative responses on a national
and international scale. These issues include: the dot.com revolution and the use of the
Internet for electronic commerce; challenges to intellectual property rights such as
copyright, privacy and freedom of expression issues; the availability of pornographic
materials; and the threats posed by hackers and those who write and spread computer
viruses. The legal responses have often been quick and proportionate in the light of the
threats posed. For example, in the United Kingdom, the maximum penalty in respect of
child pornography is now imprisonment for ten years and/or a fine. The need for legal
intervention is clear when one considers that the ‘I Love You’ computer virus was reck-
oned to have cost a total of $8.75bn. Significant legislative action has come from the
European Parliament and Council to ensure that Europe is not disadvantaged by a lack
of appropriate regulations and that there is a level playing field in Europe in terms of
establishing information society services and carrying out electronic commerce.

What then is computer law? It covers a wide and diverse spectrum, which is reflected
in the structure of this book. After a brief introductory chapter, Part One of the book
concentrates on intellectual property rights. These are the rights associated with cre-
ative, innovative and inventive works. Particular areas covered include the protection
of computer programs and computer databases, electronic publishing, copyright in the
information society and the patenting of software. Design law and trade mark law are
also relevant. Design law has been changed recently and it is now possible to register
computer graphics and icons as designs. There have been numerous cases involving
trade marks on webpages and the registration of famous names as Internet domain
names.

Part Two deals with computer contracts and looks at contracts for the writing of
software, off-the-shelf software, hardware and website development. There is also a
chapter on the liability for defective hardware and software. Particular points of note
include a number of recent cases on the court’s approach to the reasonableness of terms
in computer contracts seeking to exclude or limit liability for defects or breach of
performance requirements.

Part Three is new and focuses on electronic contracts and torts. It looks at develop-
ments in the formation of contracts over the Internet, electronic commerce and regu-
lations relevant to distance selling, for example, where a person orders a product or
service over the Internet. As regards torts, there is a chapter on a range of subjects
including libel on the Internet and liability for negligent misstatements. A further issue

xiii
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is the position of intermediaries, such as internet service providers, with respect to ille-
gal material made available or transmitted through their services.

Part Four looks at computer crime, including computer fraud, hacking and associ-
ated offences and causing damage to computer programs or data, for example, by the
malicious spread of computer viruses or the deliberate erasure of programs or data.
There is a chapter on computer pornography and harassing e-mails and a chapter on
piracy offences, which are now taken very seriously and carry a maximum prison term
of ten years.

The final part of the book, Part Five, deals with data protection law. There have been
many developments in this field since the previous edition of the book. A large amount
of subsidiary legislation has come into force and there have been numerous cases. As
the Human Rights Act 1998 has also come into force, many allegations of breaches of
data protection law also involve issues connected with the dual rights of privacy and
freedom of expression in the European Convention for the Protection of Human Rights
and Fundamental Freedoms. There is also a European Directive on privacy and elec-
tronic communications, which takes the previous regulations on privacy in telecommu-
nications and extends these to include matters such as unsolicited e-mails and location
data in relation to mobile phones.

It has been my intention to make the subject matter accessible and practical, and of
interest to students and those involved in the field of computer and information tech-
nology, in the widest sense. The fifth edition has been fully updated to take account of
new legislation and case law since the previous edition and developments for the future.
Each new edition of this book involves a considerable amount of research but this has
proved an enjoyable exercise in such a fast-moving, vibrant and important field of
study. I hope readers will find the book interesting, stimulating and useful.

Regular updates are available on the book’s website: www.booksites.net/bainbridge

I am indebted to those who have helped me in researching for and writing this book.
My own students have often asked questions that have driven me to find out more and
suggestions from students and practitioners alike have been and always will be most
welcome. I would like to thank my wife, Lorraine, for all her help and support and all
who have helped with the preparation for and publication of this edition.

I have endeavoured to state the law as it was at 1 September 2003.

David Bainbridge

xiv
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Glossary of computer and legal terms

Computer terms

Algorithm - a structured set of rules or operations defining a logical solution to a prob-
lem or a methodology to achieve some end result. An algorithm may be expressed in a
flow chart.

Chip - sometimes referred to as ‘silicon chip’ or, more correctly, integrated circuit. A
small piece of semiconducting material, such as silicon, which, with layers of conduct-
ing and insulating materials, makes up a micro-electronic circuit incorporating numer-
ous semiconductor devices (such as transistors, resistors and diodes). The contents of
some chips are permanently fixed (called ROM chips — Read Only Memory) while the
contents of others are volatile and can be changed (called RAM chips — Random Access
Memory). Another form of chip is the EPROM - erasable programmable memory. The
central processing unit (CPU) of a computer is contained on an integrated circuit; this
chip is the ‘brains’ of the computer and carries out the machine language instructions
derived from computer programs.

Compiler — a program which converts a computer program written in a high-level lan-
guage (source code) into machine language code (object code). The operation is known
as compiling and the reverse operation, converting machine language code into a higher
level language code, is known as decompiling.

Computer — a programmable machine which can store, retrieve or process data automati-
cally, usually electronically. Section 5(6) of the Civil Evidence Act 1968, now repealed, gave
a statutory definition of a computer as ‘any device for storing or processing information’.

Computer program — a series of instructions which control or condition the operation
of a computer. Programs may be contained permanently in the computer, on integrated
circuits, or stored on magnetic disks or tapes, or punched cards, etc. and are loaded into
the computer’s memory as and when required. A legal definition of ‘computer program’
is given in the Export of Goods (Control) Order (S.I. 1989 No. 2376) as ‘a sequence of
instructions to carry out a process in, or convertible into, a form executable by an elec-
tronic computer and includes a microprogramme’. However, this definition should not
be taken to be of general application. Most statutes having a direct bearing on com-
puter law, such as the Computer Misuse Act 1990, the Copyright, Designs and Patents
Act 1988 and the Data Protection Act 1998, do not attempt to define ‘computer pro-
gram’. The United States Copyright Act 1976, as amended, in §101 (the definitions sec-
tion) defines a computer program as ‘a set of statement or instructions to be used
directly or indirectly in a computer in order to bring about a certain result’.

Data and database — data comprises information, which may be stored in a computer
or on computer storage media such as magnetic disks or CD-ROM. A database is a
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structured set of data — for example, a list of clients’ names and addresses, or a list of
employees and their details — typically stored in a computer file. A database is usually
associated with computer programs used to store, access, manipulate or retrieve the
data contained in it. In terms of copyright and data protection, databases may also
include manual systems such as a card index or set of structured paper files. A data
warehouse is a massive collection of data, often obtained from various sources and
pooled together to form a rich repository of information.

Domain name — the name of a website, being a unique identifier of that website, for
example, www.booksites.net. An e-mail address is a personal identifier placed before a
website address, for example, anyone@www.booksites.net. Generic top level domains
(gTLDs) include .com, .net, .org or .info. There is also a system of country code top
level domains (ccTLDs) such as .uk, .de or .fr. Hence, many of the United Kingdom
government domains end .gov.uk, such as www.dataprotection.gov.uk, the address of
the Information Commissioner. There have been a number of cases where persons have
registered domain names similar to the names used by large organisations and then
tried to sell them to those organisation for substantial sums of money.

Expert system — a computer system designed to provide advice at, or approaching, the
level of an expert. These systems (and other similar systems known as KBS — knowl-
edge-based systems or decision-support systems) usually contain knowledge in a data-
base of rules and facts and details of the internal structure of the knowledge, an
inference engine which manipulates and resolves an enquiry from a user, together with
a user interface to control interaction with the user including the ability to provide jus-
tifications for any advice suggested by the system. The thought of developing expert
systems looked very exciting some years ago but, generally, they failed to meet the
expectations of researchers in the field. Decision-support and automated decision-
taking systems are commonly used though lacking the refinement and sophistication of
expert systems.

Facilities management — this is where a contractor takes responsibility for a particular
set of operations or functions for the client. It is common in respect of information tech-
nology and data processing. For example, a contractor may be appointed to run the
client’s IT systems. This may require the contractor to develop the IT systems, designing
new systems and making recommendations for IT policies and strategies. The facilities
management work may be carried out on the client’s premises, using the client’s equip-
ment and software or it may be carried on off-site at the contractor’s premises. Often,
when a client first awards a facilities management contract to a contractor, there will be
a transfer of staff, equipment and software. Facilities management, sometimes known as
outsourcing, is common in relation to the development and maintenance of websites.

Firmware — computer programs, which are permanently ‘wired’ into the computer, are
often referred to as firmware or as being ‘hard-wired’. These programs are permanently
stored on integrated circuits (‘silicon chips’).

Fourth-generation language (4GL) — a programming and system development environ-
ment. Often used to create and develop applications which include one or more data-
bases. Several databases may be linked together or cross-referenced, being described as
relational databases. A fourth-generation language often speeds development time
because many routines and procedures (for example, to append and edit records or to
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print reports) are already built in or may be quickly specified. 4GLs usually have a
built-in query language, allowing the user to query the database direct. There is a stan-
dard query language known as SQL, sometimes referred to as structured query lan-

guage.

Hacker — a computer hacker now means a person who gains access to a computer
system without permission, usually by guessing or surreptitiously discovering which
passwords will allow him access. A hacker may simply inspect the contents of the
system he has ‘broken into’ or may go on to alter or erase information stored in the
system or place a computer virus on the system. ‘Computer hacker’ used to mean a
person who was very enthusiastic about computers and who would spend most of his
waking hours at a computer terminal.

Hardware — the physical pieces of equipment in a computer system; for example, a
computer, printer, monitor and disk drive. Hardware devices usually incorporate soft-
ware.

High-level language — a programming language which is relatively remote from the
computer’s machine language. A high-level language statement is equivalent to several
machine language instructions. High-level languages often resemble a mixture of writ-
ten English and conventional mathematical notation and are easier to use for writing
and developing computer programs than are low-level languages or machine language.
A program in a high-level language is often referred to as a source code program.
Examples of high-level languages are BASIC, COBOL, FORTRAN, PASCAL and C.

Low-level language — a programming language which is very close to the computer’s
machine language. Each instruction in a low-level language has a direct equivalent in
machine language.

Machine language - the set of instructions and statements which control the computer
directly. Many computer programs are written in high-level languages and have to be
converted into machine language code by the use of an interpreter or compiler pro-
gram. An interpreter produces a temporary translation while a compiler produces a
permanent translation into machine language which can be used on its own without the
presence of the original program.

Meta-tag — a tag used in HTML (hypertext meta language, the mark up language used
to design webpages). Some meta-tags describe the contents of the website and are dis-
played in a list of ‘hits’ following a search on the Internet. Others are invisible in
normal use, such as keyword meta-tags which are used by search engines to find rel-
evant sites following a search. Sometimes famous names and trade marks have been
used without permission in keyword tags for some webpages to increase the likelihood
of their being retrieved following a search, with the potential of capturing business or
for other deceptive uses.

Object code and source code — a program which must be converted into a different
form, such as machine language, before it will operate a computer is known as a source
code program. Source code is the version of the program as it is written by the pro-
grammer and must be converted, temporarily or permanently, into object code before
a computer can execute it. Most commercially available computer programs are distrib-
uted in object code form only.
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Operating system — a program or set of programs which control and organise the oper-
ation of applications programs in addition to managing memory and providing certain
facilities such as loading, saving, deleting files, etc. An operating system sets up the
computer so that applications programs, such as word processing and spreadsheet pro-
grams, can be used. Examples are UNIX and Microsoft Windows.

Shrink-wrap licence — originally, a licence agreement exposed for view under a clear
wrapper on the outside of a box containing software in an attempt to draw the licence
terms to the attention of the buyer of the copy of the software. This was designed to
overcome the problem that it is not possible to introduce new terms into a contract
after the contract comes into being. Nowadays, it is more common for the media carry-
ing the software to be in a sealed container carrying a notice to the effect that breaking
the seal signifies acceptance of the terms of the licence agreement.

Software — software includes computer programs and data stored in a computer,
preparatory design materials and also associated documentation such as user guides
and manuals. Software may be obtained ‘off-the-shelf’, as in the case of popular word
processing and spreadsheet packages, or it may be specially written or adapted for a
client (‘bespoke’ software). Applications software is software designed to perform a
particular applied function required by the user such as word processing, the prep-
aration of accounts, the design and use of a database or the preparation of a drawing.
In contrast, operating system software provides the basic platform upon which appli-
cations software can operate.

Spam — unsolicited e-mails, often described as junk e-mails. It is thought that the name
derives from the famous Monty Python sketch about Spam (a tinned meat product con-
taining mainly ham, originally an abbreviation of ‘spiced ham’).

Virus — a program that attaches to other programs and files and is self-replicating and
causes damage to computer programs and files. Easily transmitted from computer to
computer, often as an e-mail attachment. The damage caused can be considerable with
files and programs deleted or modifications made to operating system programs causing
a computer to continually crash. Some viruses are specially written to take advantage of
weaknesses in operating systems to spread themselves. Some have been spread by auto-
matically forwarding themselves to all the addresses in a person’s e-mail address book.

Web-wrap licence — sometimes referred to as a click-wrap licence. A licence agreement
used in the context of obtaining software, music or other works in digital form on-line.
The usual procedure is for the licensee to signify acceptance of the terms of the licence
agreement by clicking on a button on a website at which a copy of the licence agree-
ment is also available for inspection. Normally, the transaction cannot be completed
until such positive assent to the licence is given. By these means, the licensor ensures
that the licence is incorporated into the contract.

Legal and other terms

Note: legal terms are explained when first introduced in the book but it may help
readers who are not lawyers to have a brief glossary of legal and associated terms they
may not be familiar with.
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Assignment — the transfer of the ownership of a right, for example a copyright. The
person transferring the right is known as the assignor and the person acquiring the right
is known as the assignee. An assignment need not be in relation to the entire right and
may be partial, for example, in respect of certain acts, such as copying but not for the
purpose of performing the work in public or rental of copies, or an assignment may be
limited geographically, such as the right to make copies and sell those copies in the
United Kingdom only.

Brussels and Lugano Conventions and the Brussels Regulation — these Conventions are,
in the European Community, largely replaced by a regulation known as the Brussels
Regulation govern questions of jurisdiction and the enforcement of judgments in civil
and commercial matters. They are important in determining the jurisdiction in which a
legal action may be brought and provide for the recognition and enforcement of judg-
ments in the courts of the EC and other EEA countries.

European Court of Human Rights — a judicial body set up under the Council of Europe
which hears cases involving rights and freedoms under the European Convention for
the Protection of Human Rights and Fundamental Freedoms. Examples include the
right to a fair trial, the right to privacy and the right of freedom of expression.

European Economic Area (EEA) — the EEA consists of the countries of the European
Community together with Norway, Iceland and Liechtenstein. Some of the European
Community legal initiatives apply also to the other EEA countries, for example, the
data protection Directive.

European Union (EU) and European Community (EC) — The EU was established by the
Treaty of Maastricht 1992. It comprises the ‘three pillars’, being the European
Communities (European Community, formerly the European Economic Community,
Euratom and the European Coal and Steel Community), a common foreign and secur-
ity policy and cooperation in justice and home affairs. In terms of the content of this
book, it is the European Community that we are concerned with. EC law has been very
influential in the areas of intellectual property rights, e-commerce law and data protec-
tion law. There has been significant harmonisation of laws in member states in these
fields and there are now also some Community-wide rights, for example, the
Community trade mark. At the time of writing there are 15 member states of the EC,
being Austria, Belgium, Denmark, Finland, France, Germany, Greece, Ireland
(Republic of), Italy, Luxembourg, Netherlands, Portugal, Spain, Sweden and the United
Kingdom. A process of enlargement is under way and a number of other countries are
likely to join before long (Czech Republic, Estonia, Cyprus, Latvia, Lithuania,
Hungary, Malta, Poland, Slovenia and Slovakia).

European Court of Justice (EC]J) and Court of First Instance (CFI) — in the context of the
subject matter of this book, the European Court of Justice is important for its judgments
in relation to preliminary references where the court is asked to rule upon uncertainties
or ambiguities in European Community law, such as where the meaning of a provision
in a Directive or Regulation is uncertain. Where such a question arises in a national
court, it may (in some cases must) refer the matter to the ECJ. The ECJ’s ruling then is
applied by the national court to the particular case in hand. The Court of First Instance
hears appeals against decisions of the Office for the Harmonisation of the Internal
Market (Trade Marks and Designs) (OHIM) in respect of the Community trade mark.
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Exhaustion of rights — a doctrine whereby the owner of an intellectual property right
such as a patent or a trade mark loses the right to subsequent commercialisation of
products subject to the right after those products have been put on the market in the
European Community by or with the consent of the owner of the right. For example,
the proprietor of a trade mark used for laptop computers might sell 100 of those com-
puters in France. He cannot thereafter use his trade mark rights to stop a third party,
who has lawfully come into possession of those particular computers, from further
commercialising them such as by importing them into another member state and re-sell-
ing them. The doctrine does not apply in relation to products placed for the first time
on the market outside the European Community.

Ex parte — a hearing on behalf of someone not a direct party to the action.

Forum non conveniens — a rule of jurisdiction under which a court may decline juris-
diction on the basis that the courts in another jurisdiction are more appropriate to hear
the case, because it is more convenient for the parties and it is in the interests of justice.

Injunction — an order of the court, typically requiring a party to refrain from doing
something, for example, to stop the defendant continuing to infringe a copyright or dis-
closing personal data in breach of the Data Protection Act 1998. An important form of
injunction is the interim injunction (formerly known as the interlocutory injunction)
and which applies until the full trial of the issue at hand. It can be used to prevent con-
tinuing damage caused by an alleged wrong, such as an infringement of copyright, until
the full trial which might not be recoverable, for example, if the defendant is unlikely
to have sufficient assets to pay an award of damages. A balance of convenience is used
to determine whether or not to grant an interim injunction. Usually, an interim injunc-
tion will not be granted if it would put the defendant out of business.

Licensor and licensee — the licensor grants permission to the licensee allowing him to
do certain acts in relation to the subject matter of the licence. For example, the owner
of a computer database may grant a licence to an end-user allowing the latter, the
licensee, to access the database and retrieve data from it for specified purposes.

Rescission and repudiation — rescission is a remedy whereby a contract is set aside
because of misrepresentation. Repudiation occurs where one party to a contract
indicates that he will not perform his obligations under the contract. This might occur,
for example, where a party repudiates a contract because he considers that the other
party is in breach of an important term of the contract entitling the first to repudiate
the contract.

Search order — a search order is an order of the court allowing a claimant, in the
company of solicitors, to search the defendant’s premises for evidence of the alleged
wrong and to take copies of or remove alleged infringing material or other evidence as
appropriate. Now carefully governed to prevent abuse, its main purpose is the
preservation of evidence that might otherwise be destroyed or concealed. Search orders,
formerly known as Anton Piller orders, are to be distinguished from search warrants
under criminal law and other forms of civil search powers, typically provided for by
legislation.
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Civil procedure terminology

The Civil Procedure Rules 1999 made sweeping changes to civil procedure with the
aims of removing differences in procedure between the High Court and the county
courts, reducing costs, encouraging the settlement of disputes (with litigation seen as a
last resort) and giving the courts more powers of case management. Although a detailed
knowledge of civil procedure is not required for an understanding of the material in this
book, it might be useful if readers are aware of a few of the changes in terminology
which are germane to the subject matter of this book. The new terminology is used
throughout the book, even in respect of cases decided or commenced prior to the ter-
minology introduced by the Civil Procedure Rules 1999. Readers should note that the
old terminology is still used in other common law jurisdictions, such as the United
States and Australia. The changes do not affect Scotland which has a long history of
using its own terminology and where, for example, the person bringing an action is
known as the pursuer and the person defending is known as the defender.

Terminology under the Civil Procedure Equivalent terminology used prior to the
Rules 1999 and as used in this book coming into force of the Civil Procedure
(unless quoted verbatim from a Rules 1999

judgment in an older or foreign case)

claimant plaintiff

claim form writ or summons

interim injunction interlocutory injunction

search order Anton Piller order

freezing injunction Mareva injunction

Thus, instead of plaintiff and defendant, it is now claimant and defendant.
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Abbreviations

The following list gives the full name of the law reports and other publications for
which abbreviated references are used in the text of the book, in line with the usual con-

ventions.

AC

AIPC

All ER
All ER (D)
ALR
BCLC
BLR

Ch
CMLR
Con LR
Const L]
Cr App R
Crim LR
ECR

EG
EHRR
EIPR
EPOR
EWCA

EWHC

FCA
FSR
HCA
HC Deb
HL Deb
IRLR
KB
LEXIS

Lloyd’s Rep
Med LR

Appeal Cases

Australian Intellectual Property Cases

All England Reports

All England Reports Digests

Australian Law Reports

Butterworths Company Law Cases

Building Law Reports

Chancery (the Chancery Division of the High Court)

Common Market Law Reports

Construction Law Reports

Construction Law Journal

Criminal Appeal Reports

Criminal Law Review

European Court Reports

Estates Gazette

European Human Rights Reports

European Intellectual Property Review

European Patent Office Reports

England and Wales Court of Appeal cases, suffixed by (Civ) for
Civil Division or (Crim) for Criminal Division

England and Wales High Court cases, suffixed depending on the
Division of the court, for example, (Ch) Chancery Division, (QB)
Queen’s Bench Division, (TCC) Technology and Construction
Court

Federal Court of Australia

Fleet Street Reports

High Court of Australia

Hansard, House of Commons debates

Hansard, House of Lords debates

Industrial Relations Law Reports

King’s Bench

Computer database of cases and legislation, part of LEXIS-
NEXIS service provided in the United Kingdom by LexisNexis
Group, part of Reed Elsevier (UK) Ltd

Lloyd’s Reports

Medical Law Reports

xliii



Abbreviations

NI Northern Ireland Law Reports

QB Queen’s Bench

RPC Reports of Patent, Design and Trade Mark Cases
RTR Road Traffic Reports

S Ct Supreme Court (US)

Sol J Solicitor’s Journal

STC Simon’s Tax Cases

TLR Times Law Reports

USPQ United States Patents Quarterly

WLR Weekly Law Reports
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Chapter 1

Introduction

Information technology continues to have an ever-growing impact upon society and the
way that society conducts its affairs. Computers have permeated almost every pro-
fessional, commercial and industrial activity and many organisations would find it dif-
ficult, if not impossible, to function without relying heavily on computers. As far as the
law is concerned, computers have been a mixed blessing. They have become useful
tools, allowing the use of massive legal information retrieval systems, and are of
increasing benefit to lawyers in the context of the preparation of documents, adminis-
tration, accounting and conveyancing and in terms of decision support. Furthermore,
the growth of the Internet has brought with it the possibility of accessing a tremendous
amount of legal material, including legislation, judgments and Hansard and a great deal
of foreign legislation and case law. On the other hand, computer technology, by virtue
of its unique and volatile nature, has posed novel and complex legal problems.
Frequently, the law has been found wanting when dealing with the issues raised by
computers and the efforts of the legislators and the courts to come to terms with the
technology have sometimes appeared clumsy.

An understanding of the legal issues involved remains of key importance to persons
and organisations concerned with information technology, and it is only armed with
such understanding that they can satisfactorily address and cater for the legal problems
raised by the development and use of computers and computer software. For example,
when drawing up a contract for the acquisition of computer hardware or software, the
legal implications associated with the technology require careful consideration by
lawyers and computer professionals alike. One of the purposes of this book is to bridge
the gap between law and computers so that effective legal arrangements can be made
for the use and exploitation of computer technology, providing an equitable framework
within which the various persons and organisations involved can operate fairly and
efficiently. It is hoped that this book can help by indicating various ways of avoiding
expensive and lengthy litigation by suggesting suitable legal measures, using the law
constructively, as a tool. A practical approach is adopted in the book, giving advice of
a proactive and preventative nature. If litigation is inevitable, however, such as when it
is suspected that the copyright subsisting in a computer program has been infringed,
knowledge of the legal implications should point the way to the most appropriate legal
remedies and improve the likelihood of a successful outcome.

Five areas of law of special importance to computer professionals are emphasised in
this book: intellectual property (which includes copyright, patents and trade marks),
computer contracts, electronic contracts and torts, criminal law and data protection
law. Other areas of law are brought into the discussion where appropriate. For example,
in negotiating a contract for the writing of software it is important to address the issue
of liability for defects and an understanding of the law of negligence is important in this
respect. When discussing the practical implications of computer crime the admissibility
of computer documents as evidence in a criminal trial must be taken into account.
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Intellectual property law is important because it is the key to protecting innovation
in computer hardware and software in its widest sense. Intellectual property rights,
which include copyright, the law of confidence, design rights, trade marks, patents and
regulations to protect integrated circuits, are first described in general terms in Chapter
2. These rights provide a basic framework of protection from piracy and plagiarism for
computer programs and works created using a computer and works or other infor-
mation created, stored or transmitted digitally. The enormous scale of computer soft-
ware piracy resulted in a general recognition of the desirability of effective laws in this
area. Special attention is paid to computer software and copyright, the protection of
databases, the growing problems associated with electronic publishing and the
patentability of software inventions. Intellectual property law has striven to adapt and
keep pace with technology to provide the protection necessary but there remain some
difficulties which are discussed in detail in Part One, together with suggestions as to
how their effects may be mitigated.

Much of the impetus for changes to and the strengthening of intellectual property
law comes from the European Community (EC) and the need for harmonised law
throughout Europe is very real in the context of rights such as copyright and patent
law. This is also true on a wider international scale, resulting from international treaties
and agreements, such as the Trade Related Aspects of Intellectual Property Rights, the
‘TRIPs’ Agreement. As a result, intellectual property law is rapidly changing and there
have been numerous European initiatives aimed at dealing with specific issues raised by
the use of information technology. A prime example is the European Directive on copy-
right and related rights in the information society which, inter alia, affords specific pro-
tection for electronic rights management information (such as a copyright notice and
details of acceptable uses of a work made available electronically) and provisions to
deal with the circumvention of technological measures designed to protect copyright
works. The European and international aspects of intellectual property law are
described as appropriate, including likely future changes as they will affect the subsis-
tence and exploitation of rights associated with computer technology.

Part Two of the book is concerned primarily with computer contracts. In terms of
the acquisition or modification of computer hardware and software, satisfactory con-
tractual provisions are important to deal with problems which may arise both during
the performance of the contract and subsequently. A well considered contract can pro-
vide effective machinery for determining responsibilities and resolving disputes without
recourse to the courts. The special nature of contracts for the writing of computer soft-
ware (bespoke software) or for the purchase of software ‘off-the-shelf’ is discussed
together with a description of the implications of licensing and maintenance agreements
and the scope and effectiveness of statutory controls on such agreements. Other forms
of contractual agreements include ‘shrink-wrap’ licences and ‘web-click’ licences and
the legal nature of these licences is still not entirely beyond doubt. More lately, website
development contracts and website maintenance contracts have come to the fore and
raise particular issues. The utility and content of terms in various forms of licence
agreements and related contractual agreements are analysed and described in the con-
text of computer contracts.

Electronic contracting is an area that has become very important and is now a set-
tled and major way of doing business, after the initial dot.com euphoria. It is also an
area that has attracted significant legislation dealing with issues such as consumer pro-
tection and the admissibility of electronic signatures. A number of European Directives
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have been instrumental in shaping this area of law in Europe and, certainly in the
United Kingdom, the push is to facilitate this form of contracting and also in terms of
other forms of doing business, such as e-conveyancing and the submission of forms and
documents electronically. Another important issue concerns the liability of service
providers in the information society, for example, in respect of any illegal material pass-
ing through or made available through their services. Applicable law and jurisdiction
are also important and there are Regulations and Conventions that provide the rules
for determining both of these aspects within Europe but, elsewhere, the position is vari-
able. Liability for electronic torts, for example, defamation on the Internet is also con-
sidered in Part Three of the book, which covers electronic contracts and torts.

Computer crime is dealt with in Part Four. It is a major concern to computer pro-
fessionals, especially when the high incidence of computer-related crime is considered
and related to the apparently poor security record of computer systems. At one time,
the criminal law was perceived by many computer professionals and financial institu-
tions as lacking teeth and being largely ineffective in the face of some very worrying
threats and dangers which could seriously compromise the security of computer sys-
tems and undermine confidence in the use of computer technology. Activities which
attracted a great deal of attention were hacking (that is, gaining access to a computer
system without permission), computer fraud and damaging or erasing computer pro-
grams or data. The spread of computer viruses has been alarming and relatively few
organisations running large computer systems can claim to have been unaffected. The
Computer Misuse Act 1990 was enacted specifically to deal with these problems and to
tighten up the law in other areas where computer crime was involved. Three offences
were created by the Act and these are described in detail together with the related prac-
tical issues in Part Three. Other areas of law which are still useful in the fight against
computer crime are also discussed such as the law of conspiracy to defraud, theft and
blackmail.

The development of information technology continues to bring problems that have
spurred on legislative activity to create new criminal laws or to strengthen existing
ones. An example of the former is the introduction of a criminal offence of grooming
in chat rooms (contacting vulnerable young people with a view to meeting them for
sexual motives). The penalties for child pornography offences have been significantly
increased and laws introduced to tackle the problems of noisy neighbours and stalkers
have their application in the virtual world also, for example, in the case of threatening
e-mails. Jurisdictional issues are also discussed, bearing in mind the international
nature of some computer crime, and sentencing practice and guidelines are described
where they have been established by the courts.

Part Five deals with privacy and computer data and, in particular, with the pro-
visions of the Data Protection Act 1998 and subsequent developments. It imposes con-
siderable regulation on the processing of personal data on those who decide the means
and purposes of the processing (data controllers). The 1998 Act marked a significant
change in data protection law in the United Kingdom and gave individuals more rights
than they had under the previous legislation, the Data Protection Act 1984; and the
rights that individuals had under that Act have been enhanced. As well as a right of
access, individuals have rights to prevent processing of personal data relating to them
in certain circumstances, and rights in respect of automated decision taking, for
example, where computer software is used to make decisions as to whether the individ-
ual will be given credit, or other decisions which significantly affect the individual. Data
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controllers also have to provide individuals with more information than was previously
the case. It is obviously important for organisations and individuals processing personal
data to know how the new data protection law impacts upon their processing activity,
especially as there are a number of criminal penalties in the Act, and the Information
Commissioner (previously known as the Data Protection Registrar, then the Data
Protection Commissioner) has strong powers of enforcement. A further issue is that the
new law, which is the United Kingdom’s response to the EC Directive on data protec-
tion, has particular provisions to deal with transfers of personal data to countries out-
side the European Economic Area which do not have an adequate level of protection
for personal data. Particular controls have also been brought in to deal with the right
to privacy in respect of public telecommunications systems to give individuals rights
including in respect of ‘cold-calling’, junk faxes’ and capture of telephone numbers.
This will soon be extended to other forms of electronic communications such as by e-
mail and the Internet in compliance with the EC Directive on privacy and electronic
communications.

Data protection is an area where good security is vitally important and obligations
are placed on data controllers and those who process data for them such as a computer
bureau or company providing information technology facilities management. Indeed, a
common thread running throughout the subject matter of this book is the need for good
security and good housekeeping systems, the application of which will prevent or mini-
mise many of the legal problems which can result from the use of information tech-
nology.

Although the five main areas covered in this book appear to be quite distinct, it
should be noted that there is considerable overlap. Contractual provisions can affect
copyright issues and vice versa. Computer hackers can interfere with information
which is confidential and which may be subject to copyright protection; addition-
ally, hackers can cause difficulties for the owners and managers of computer sys-
tems with respect to their responsibilities and duties under the Data Protection Act
1998. There are clear links between electronic contracting and intellectual property
and data protection. For example, a commercial website might contain material
which infringes copyright and the capture of personal data from a person visiting
the site has data protection implications. Employees, working under a contract of
employment, may commit computer fraud, commit offences under data protection
law and make pirate copies of computer programs, thereby infringing copyright,
and so on.

A common theme in this book is the manner in which computer technology affects
relationships between individuals in terms of rights and duties. Intellectual property
endows rights on the owners of works of copyright or proprietors of patents to exploit
their works or inventions while imposing a correlative duty on others not to do certain
acts in relation to the subject matter of the rights. Contracts, whether conventional or
electronic, are all about reciprocal rights and duties. The criminal law governing com-
puter misuse imperfectly provides rights to computer owners not to have certain acts
carried out in relation to the hardware or software while punishing those who fail in
their duty to abide by this arm of criminal law. Data protection law imposes obligations
on data users and grants rights to individuals who have their personal data stored on
computer by others. Thus, an employed computer programmer has a duty not to copy
his employer’s software without permission, and has duties and rights flowing from his
contract of employment. He has a duty not to engage in computer hacking, fraud or
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similar activities and a right to process personal data stored on his employer’s computer
in accordance with his contract of employment.

Another theme of a more practical nature is that this book demonstrates the import-
ance of organisations developing policies with respect to the use of computer tech-
nology. For example, systems of auditing should be drawn up to check for
unauthorised software, to check for computer viruses and fraud, and to verify that the
use of personal data is lawful and in accordance with data protection law. Electronic
commercial websites need to have clear and accessible terms and conditions of use and
privacy policies, providing a good measure of transparency for persons visiting the
sites. Policies and procedures should also be drawn up to deal with the acquisition and
use of computer software, and educating users and employees should be a priority.
Effective and responsible use of computer technology can only come through an under-
standing of the legal setting in which it takes place.

Checklists, flow charts and tables are included in this book at appropriate places to
help with the identification and summarisation of the legal position and to give practi-
cal suggestions as to how the effects of the law’s shortcomings may be overcome or
reduced. In line with standard legislative practice, as confirmed by section 6 of the
Interpretation Act 1978, the masculine form, used throughout this book, should be
taken to include the feminine form unless the contrary is stated.






PART ONE

Computers and
intellectual property

This part deals with the branch of law known as ‘intellectual property’, which includes
copyright law, patent law, trade marks, designs and related areas. The rights associated
with intellectual property are of immense importance to those involved in the develop-
ment, exploitation and use of computer hardware and software, and information tech-
nology generally. Legal remedies are available against those who unfairly seek to take
advantage of the efforts and investment of someone else. However, the law strives to
balance competing interests and the rights given by intellectual property law are not
absolute.

Copyright law protects computer programs, databases and other works created using
computers or stored in computers. Amending legislation passed in 1985 made it clear
that computer programs were protected by copyright law and the current legislation,
the Copyright, Designs and Patents Act 1988, confirms that computer programs,
preparatory design material for computer programs and databases are literary works
for copyright purposes. This Act also uses wide and flexible definitions to make sure,
hopefully, that future technological development will not defeat copyright protection.

The law of confidence is a very useful supplement to other areas of intellectual prop-
erty law and is particularly important in the context of research and development and
in matters relating to employees, consultants and freelance workers.

New forms of computer hardware, large or small, usually fall within the province of
patent law. Computer programs, as such, are specifically excluded from the grant of a
patent but it appears that a program can still be part of a patent application if there is
some technical effect which is more than just a software implementation of ‘mental
steps’ or methods of doing business. As a patent is generally considered to be a more
desirable form of intellectual property than copyright, there have been numerous
attempts to protect computer programs, algorithms and other software inventions by
patent law, meeting with varying degrees of success.

Trade mark law, the law of passing off and design law are very important in terms
of the commercial exploitation of products, including computer hardware and soft-
ware. Integrated circuits have their own form of protection by virtue of regulations
passed in 1989 which apply an amended form of the design right to semiconductor
products.






Chapter 2

Overview of intellectual property
rights

Introduction

‘Intellectual property’ is the name given to legal rights which protect creative works,
inventions and commercial goodwill. Basically, intellectual property rights are designed
to provide remedies against those who steal the fruits of another person’s ideas or
work. For example, if a person writes a novel, a piece of music or a computer program,
he will be able to take legal action to obtain an injunction and/or damages against
anyone who copies the novel, music or program without his permission. In view of the
large investment required to finance research, design and development in respect of
computer hardware and software, these intellectual property rights are of crucial
importance to the computer world. Without such protection, there would be little
incentive to invest in the development of new products.

What are these intellectual property rights? Some will sound familiar — for example,
copyright, patents and trade marks — while others will be less familiar — for
example, the law of confidence, design rights and passing off. The scope of these rights
differs but sometimes overlaps. Different rights may be appropriate at different times
during the lifespan of a product from inception through development to marketing and
subsequent modification and updating. Sometimes infringement of intellectual property
rights gives rise to criminal penalties (described in Part Four) but, primarily, this area
of law falls within the bounds of civil law and it is the civil law with which this part of
the book is concerned. At this stage, by way of introduction, it will be useful to describe
briefly the various intellectual property rights.

Copyright law

As its name suggests, copyright protects works from being copied without permission.
Copyright goes beyond mere copying, however, and extends to other activities such as
making an adaptation of the work in question, performing or showing the work in
public, broadcasting the work and dealing with infringing copies of the work. The types
of works protected by copyright are literary works (including computer programs,
preparatory design material for computer programs and databases), dramatic, musical
and artistic works, sound recordings, films, broadcasts, cable programmes and typo-
graphical arrangements of published editions. Copyright protection has a long dura-
tion, the general yardstick being the life of the author (usually, the creator of the work)
plus 70 years or, depending on the type of work, 50 or 70 years from the end of the
year during which the work was created or published. The major attractions of copy-
right as a form of protection are that it is free and that no formalities are required; it is
automatic upon the creation of the work in question. Additionally, copyright law is
practical in nature and has developed to take account of technological changes and
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advances. In short, most things, if they have been recorded in some tangible form (for
example, by writing or printing or by storing the work on a magnetic disk), are pro-
tected by copyright, subject to some basic requirements being satisfied. Copyright law
is of vital importance to the computer software industry and to people who prepare,
record or transmit all sorts of works (for example, literary works such as books,
reports, letters or musical works) using computer technology and to those developing
or operating websites. Copyright law is governed by the Copyright, Designs and
Patents Act 1988, the main provisions of which came into force on 1 August 1989, and
subsequent amendments, together with a wealth of case law.

Until the Copyright and Rights in Database Regulations 1997 came into force on 1
January 1998, databases were protected as compilations, being a form of literary work.
Now, there are two forms of protection for databases. Those that are ‘intellectual cre-
ations’ have copyright protection as databases, while databases that are the result of a
substantial investment are protected by a ‘database right’ which is of shorter duration
than copyright although, strictly speaking, database right is a unique form of right and
not a copyright as such though it has some similarities with copyright. The duration of
database right is significantly less than for copyright, the basic term for protection being
based on 15 years though modifications to a database can result in a new term of pro-
tection arising. In many cases, databases will be subject to both rights.

More changes to copyright law are being made to implement the European Directive
on copyright and related rights in the information society, including specific provisions
aimed at protecting electronic rights management information, such as the names of the
copyright author and owner and details of the permitted uses of the work.

Patent law

Patent law is concerned with new inventions such as a new type of computer hardware,
or a new process for use in the manufacture of integrated circuits. For an invention to
be protected by a patent an application must be made to the Patent Office, an expens-
ive and lengthy process and, if granted, the patent can be renewed for a total period of
up to 20 years. Three routes are open to the potential patentee (though the United
Kingdom Patent Office must have sight of the application if it is intended to apply else-
where first): a United Kingdom patent; a European Patent Convention (EPC) patent
applying in respect of three or more of the member states of the Convention; or a Patent
Co-operation Treaty (PCT) patent designating some or all of the countries covered by
the treaty. The choice of countries in which to obtain protection is obviously of funda-
mental importance and requires careful planning and timing. The relevant statute deal-
ing with patent law in the United Kingdom is the Patents Act 1977. This Act was passed
primarily as a response to the European Patent Convention and the basic requirements
for patentability are consequently the same in the United Kingdom as in all other mem-
bers of the Convention.

To be patentable, an invention must be new, involve an inventive step, be capable of
industrial application and not be excluded. Most things which are protected directly by
copyright law such as a literary work are excluded from patentability; therefore, a new
computer program as such cannot normally be protected by a patent. If there is an
associated technical effect, however, a patent may be a possibility. For example, a new
computer-controlled industrial process may be patentable even though the inventive
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step resides in the computer program. A patent is the form of intellectual property par
excellence giving the nearest thing to an outright monopoly although there are pro-
visions in United Kingdom law and European Community law (and United States law)
to prevent abuse of patents and other intellectual property rights.

There is a proposed European Directive which may facilitate the patenting of soft-
ware inventions if they make a non-obvious technical contribution to the state of the
art in a technical field. Some countries, such as the United States, have no specific
restrictions for patenting software inventions.

The law of confidence

The law of confidence protects information. Unlike copyright and patent law, the law
of confidence is not defined by statute and derives almost entirely from case law. The
scope of this branch of intellectual property is considerable and it protects trade secrets,
business know-how and information such as lists of clients and contacts, information
of a personal nature and even ideas which have not yet been expressed in a tangible
form (for example, an idea for a new dramatic play, an idea for a new computer pro-
gram or a new method of doing business by e-commerce). The law of confidence will
protect the contents of many databases. However, the major limitation is that the infor-
mation concerned must be of a confidential nature and the effectiveness of the law of
confidence is largely or completely destroyed if the information concerned falls into the
public domain; that is, if it becomes available to the public at large or becomes common
knowledge to a particular group of the public such as computer software companies.
Nevertheless, the law of confidence can be a useful supplement to copyright and patent
law as it can protect ideas before they are sufficiently developed to attract copyright
protection or to enable an application for a patent to be made. Being rooted in equity,
the law of confidence is very flexible and has proved capable of taking new technolog-
ical developments in its stride.

The law relating to designs

The statutory provisions covering rights in new designs are complicated. Essentially,
there are two types of right: registered designs and a design right which is not subject
to registration. The former is available for designs which are new and have an individ-
ual character, the latter being measured by the overall impression it produces on an
informed user. For registered designs, a ‘design’ is the appearance of the whole or a part
of a product resulting from the features of, in particular, the lines, contours, colours,
shape, texture or materials of the product or its ornamentation. For designs subject to
the design right, ‘design’ means the ‘design of any aspect of the shape or configuration
(whether external or internal) of the whole or part of an article’. This area of law is
complex and this is compounded by the fact that the distinction between the rights is
not easy to draw, as there is considerable overlap as regards the rights inter se and with
respect to copyright law.

The durations of the rights are different, being a maximum of 25 years for registered
designs and a maximum of 15 years for the design right (but limited to 10 years of com-
mercial exploitation). These rights in designs might be appropriate for items such as a
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new design for a computer mouse or a new design of laptop computer, keyboard or
printer. Design rights and the exceptions to them also have implications for the manu-
facturers of spare parts, where the design is dictated by the shape of the article with
which the spare part must fit or match, as we shall see. The registered design system is
important especially in terms of the design of computer hardware as is, to some extent,
the unregistered design right. However, the latter is particularly important in relation
to the design of semiconductor products as a version of that right protects the topog-
raphy or layout of such products. The appropriate statutes are the Registered Designs
Act 1949 (as amended) and Part III of the Copyright, Designs and Patents Act 1988.
The most significant recent amendment, implementing a European harmonising
Directive on registered designs took place on 9 December 2001. This made major
changes to the United Kingdom law on registered designs.

Recently, a system of Community-wide design rights has been introduced. This pro-
vides for a registered design (registrable at the Office for Harmonisation of the Internal
Market (Trade Marks and Designs), (OHIM) based at Alicante in Spain) and an unreg-
istered design right of lesser duration.

Trade marks and passing off

Everyone is familiar with trade marks; they are very common and there are many
examples in the computer industry: for example, the Apple logo, the terms ‘Microsoft’
and ‘Adobe Acrobat’ and the Dell monogram. Trade marks are often in the form of a
word (sometimes stylised) or a symbol or both and registration is provided for by the
Trade Marks Act 1994. Marks may be registered in respect of goods or services. To be
registrable, the mark must be distinctive and capable of being represented graphically.
Trade marks are very important as they become associated with successful products
and purchasers will often buy or order goods or services by reference to the mark.
Marks such as ‘Hoover’ and ‘Hovis’ are examples which have become very closely
associated with the products concerned. However, trade marks are in danger of being
revoked if they become a generic name (common name) for goods or services as a result
of the acts or inactivity of the proprietor. The main purpose of trade mark law is to
serve as an indicator of trade origin. Thus business goodwill and reputation is protected
but this has a secondary effect of also protecting the buying public from deceptive
practices.

A related area of law is passing off. This derives from the common law and gives a
right of action against anyone who ‘passes off’ his goods or services as being those of
someone else. If a trader uses a particular name or mark or has a particularly unusual
method of doing business, he can obtain legal redress against others who use similar
names or marks or business methods, especially if there is a serious possibility that the
buying public will be deceived and the trader’s business goodwill damaged as a result.
The law of passing off is independent of trade mark law and will often be useful where
a mark has not been registered as a trade mark. For the law of passing off to be effec-
tive, however, the trader concerned must have established a goodwill associated with
the name or mark or business method. The agreeable alcoholic drink known as cham-
pagne affords an example. The French producers of champagne were able to prevent
products called ‘Spanish Champagne’ and ‘Elderflower Champagne’ from being mar-
keted under those names. In some respects, the law of passing off is wider than trade
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mark law where, to be registrable, the mark must conform to the requirements of the
Trade Marks Act 1994. There is no such restriction with passing off, which can apply
to marks which fall outside the scope of trade mark law and can also apply to other
aspects of business and marketing.

Both trade mark law and the law of passing off have proved very important in the
context of cybersquatting and the Internet generally, for example, in terms of the terri-
torial scope of infringement of a registered trade mark by placing a similar sign on a
webpage and the use of trade marks in hidden meta-tags.

Semiconductor Regulations

Integrated circuits, commonly called ‘chips’ or ‘silicon chips’, are protected by virtue of
the Design Right (Semiconductor) Regulations 1989 which apply a modified version of
the design right to semiconductors. They are given 15 years’ maximum protection (15
years from creation or 10 years from commercial exploitation). As with the design right
generally, there is no requirement for registration in the United Kingdom and there are
a number of similarities with copyright law. It is the ‘topography’ of the chip which is
protected, that is, the patterns fixed in or upon the layers of the semiconductor or the
arrangement of the layers of the semiconductor product.

Before looking at each of the intellectual property rights in more detail in the follow-
ing chapters, Table 2.1 summarises the scope, duration and formalities associated with
the various intellectual property rights.
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Table 2.1 Intellectual property rights — summary
Right Types of works protected Examples with respect to com- Duration Formalities (UK
puters only)
Copyright @ Original literary, dra- Computer programs and Generally 70 years | None
matic, musical or artistic preparatory design material. from the end of C ight i
works Databases, other types of work | the calendar year opyright Is
® Sound recordings, films, made using a computer or gen- | during which the arl:toma‘f(lcbupon
broadcasts or cable pro- erated by a computer: eg a author dies for the ‘,:v%r €ing
grammes weather forecast automatically | the original works <|:_|rea ed. h
® Typographical arrange- made by a computer linked to | and films. For owever,ft ere
ment of published weather satellites or a com- most of the other a.r: tests or;ub—
editions puter-aided design or music works the period Sist e_nce;,_tsuc as
(Computer programs made using a computer. Almost | is 50 years from a ;’r:'a%'?;; \X’grrk i
. 4 . any form of work stored digi- specific event .
preparatory design material tally the author’s
for computer programs and own intellectual
databases are literary works) creation
Patent New inventions including New type of printer or com- Renewable up to | Application to
products and industrial pro- | puter, new method of making | a maximum of 20 | the Patent Office
cesses computer ‘chips’, software con- | years to be placed on
trolled industrial process the register of
patents
Confidence Almost anything of a confi- | Idea for a new computer pro- Until subject None
dential nature (whether or gram or for a new invention matter falls into
not stored on computer) (prior to patent), secret algo- the ‘public
rithm, lists of customers, busi- domain’
ness methods, contents of
databases
Registered New designs, having an indi- | The appearance of the whole Initially 5 years Registration by
designs vidual character through the | or a part of a product resulting | renewable by 5- application to
eyes of the informed from the features of, in particu- | year periods up to | the Design
observer lar, the lines, contours, colours, | a maximum of 25 | Registry at the
shape, texture or materials of years Patent Office
the product or its ornamenta- Applicati
tion: eg notebook computer, pplication may
h also be made for
mouse, computer peripherals . )
and accessories a Community
registered
design
Design right Original designs, being any CD or DVD storage system 15 years from cre- | None - auto-
aspect of shape or configu- | (partly), keyboard design, ation or 10 years | matic as with
ration (external or internal) | mouse, internal components if | from first market- | copyright
of the whole or part of an not commonplace ing
article. Applies to functional
and aesthetic designs. Spare
parts and surface decoration
excluded
Registered Any sign capable of being ‘Dell, ‘Microsoft’, ‘Oracle’, the Initially for 10 Application to
trade marks represented graphically Apple logo, ‘Adobe Acrobat’, years and renew- | the Trade Marks
which is capable of distin- ‘Netscape’ able in 10-year Registry
guishing goods or services of periods indefi-
one undertaking from those nitely
of other undertakings
Passing off Trade names and marks, Names of software and get-up | Indefinite as long | None
product ‘get-up’ or style around which a reputation as the name, get-
associated with goodwill has up or style still
been acquired associated with
goodwill (eg by
continued use)
Semiconductor | Topography (patterns or New design of integrated 15 years from None
Regulations arrangements of layers in circuit creation or 10
(modified ‘chips’) years from
design right) commercial
exploitation

Note: As far as periods for protection are concerned, for copyright, the design right and the Semiconductor Regulations, these
periods are measured from the end of the calendar year during which the relevant event occurred, for example, the creation of the
work or the death of the author.
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Note: in Chapters 3 to 7, unless otherwise stated, section numbers quoted refer to the
Copyright, Designs and Patents Act 1988, as amended.

Fundamentals

Copyright protects a wide range of works and has developed enormously since its early
beginnings as an important intellectual property right. Copyright has a pragmatic
approach and it extends to all manner of works regardless of quality, subject to some
basic requirements, which are usually easily satisfied. Since the end of the nineteenth
century, tables, compilations and even codebooks have been the subject matter of copy-
right law. During the twentieth century, copyright has flourished and now includes
under its umbrella the following: photographs, films, broadcasts, sound recordings,
cable programmes as well as computer programs, preparatory design material for com-
puter programs, databases and works stored in or produced by or with the aid of a
computer. The first developments in the twenty-first century were to address issues
relating to copyright and neighbouring rights associated with the information society.
The practical development of copyright has been supported by the judges who have
usually been sympathetic to the principle of protecting the results of a person’s skill,
effort or judgment. As Mr Justice Peterson said in University of London Press Ltd v
University Tutorial Press Ltd [1916] 2 Ch 601:

... what is worth copying is prima facie worth protecting.

However, this may go too far and the first work must be the result of skill and judg-
ment. As Pumfrey J said in Cantor Fitzgerald International v Tradition (UK) Ltd [2000]
RPC 95:

... it is possible that entirely mechanical labour may be saved by copying something
produced by entirely mechanical labour, involving no skill.

Taking a photograph of an object will usually require some degree of skill expended by
the photographer even if the object photographed is fairly mundane. Skill may derive
from the choice of angle, lighting and positioning of the object. These factors may
endow the photograph with sufficient skill in its making to attract copyright protection.
However, subsequently reducing the object in the photograph to a simplified outline,
for example, as use as a watermark on a webpage, will not result in a new work of
copyright as it is unlikely that any of the original aspects of the photograph would be
carried through into the watermark and it would be unlikely that the process of creat-
ing the watermark would require the necessary skill to make it original for copyright
purposes. So it was held by Neuberger ] in Antiquesportfolio.com plc v Rodney Fitch
& Co Ltd [2001] FSR 23.

Copyright is declared to subsist (that is, ‘exist’) in the following works by virtue of
section 1 of the Copyright, Designs and Patents Act 1988:

(a) original literary, dramatic, musical or artistic works,
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(b) sound recordings, films, broadcasts or cable programmes, and
(c) the typographical arrangement of published editions

providing that the requirements for qualification are met: for example, that the author
of an original literary work is a British citizen or has certain other nationality or resi-
dential qualifications, or that the work was first published in the United Kingdom.

The first category of works is expressed as being original. This does not mean that
the work must be unique or special in any way. It is sufficient that the work is the result
of the skill or judgment on the part of the creator of the work and that it has not been
copied from another work. In other words, it has originated from its creator. For one
of these original works, the test is qualified and for copyright databases, they are
required to be the author’s own intellectual creation, as discussed in more detail in
Chapter 5. Technically, this should also be the test for computer programs as stated in
the European Directive on the legal protection of computer programs, but the United
Kingdom did not alter the Copyright, Designs and Patents Act 1988 to that effect when
implementing that Directive.

The owner of the copyright in a work is then given the exclusive right to do certain
specified restricted acts in relation to the work, described below. It is important to
appreciate that copyright is a property right and it can be dealt with just as any other
form of property. The owner of a copyright is usually the author of the work (the
person creating it), except when the work is made by an employee in the course of his
employment, in which case his employer will be the first owner, unless otherwise agreed
(section 11). There are other exceptions to the basic rule, such as in the case of Crown
copyright. The Copyright, Designs and Patents Act 1988 usually refers to the creator
of a work as the ‘author’ of the work, thus a person writing a piece of music is the
author of the music and a photographer is the author of his photographs. For sound
recordings and computer-generated works, the author is the person who makes the
arrangements necessary for the making or creation of the work (section 9), so the
author of a report produced automatically by a computer will normally be the person
who operates the computer or who manages the computer facilities. In many cases,
ownership, as distinct from authorship, will reside with an employer.

The identity of the author is important because the duration of copyright in original
literary, dramatic, musical or artistic works (not being computer-generated) is deter-
mined by the life of the author, irrespective of ownership. The copyright in such works
lasts for 70 years from the end of the calendar year during which the author dies
(increased from the life of the author plus 50 years as a result of a European
Community Directive on the term of copyright, OJ [1993] L290/9). The duration of
copyright in films is now also based on life plus 70 years, measured from the end of the
calendar year during which the last of a number of persons, including the principal
director, involved in the creation of the film, dies.

The United States also increased its term of protection to ‘life plus 70 years’ by the
Copyright Term Extension Act 1998 but this was subject to a challenge that, in terms
of published and existing works, it was unconstitutional as being contrary to the First
Amendment (free speech) and the Copyright Clause in Article I, section 8 cl 8 of the
Constitution which states that Congress has the power, inter alia, to secure to authors
for limited times the exclusive right to their writing. The Supreme Court rejected these
claims in Eldred v Ashcroft, Attorney General, 537 US, 15 January 2003. The increase
of 20 years’ protection for existing works did not prevent the protection being for
limited times and as the First Amendment and Copyright Clause were adopted closely
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together this indicates that the view of those framing these provisions was that the
limited monopoly provided by copyright was compatible with free speech principles.

If the work is one of joint authorship (a collaborative work in which the contribu-
tion of each author is not distinct from that of the other authors), as many computer
programs and other computer works will be, the 70-year period starts to run from the
end of the calendar year during which the last surviving author dies. This generosity in
terms of duration of copyright might seem disproportionate in a fast-moving tech-
nology but can be justified on the basis that, generally, copyright does not give a true
monopoly. A rough and ready rule of thumb is that copyright does not protect ideas,
merely the expression of an idea. For other works, except films where the 70-year
period is used, the duration is set at 50 years from the end of the calendar year during
which the work was created, broadcast, included in a cable programme service or
released, as appropriate. There are exceptions and copyright in typographical arrange-
ments and certain commercially exploited artistic works lasts for 25 years only (other
exceptions apply to Crown copyright and Parliamentary copyright). The author’s ident-
ity may also be important for determining whether a work qualifies for protection. It
should be noted, however, that there are two international conventions affording, in
effect, reciprocal protection to foreign works of copyright and which also protect
United Kingdom works in other countries. In general terms, nationals of other conven-
tion countries are afforded the same rights as those of the country in question (see
Chapter 14).

The acts restricted by copyright, and which only the owner of the copyright has the
right to do or authorise, are set out in section 16. They are:

a) to copy the work;

b) to issue copies of the work to the public;

ba) to rent or lend the work to the public;

c) to perform, show or play the work in public;

d) to broadcast the work or include it in a cable programme service;

) to make an adaptation of the work or do any of the above in relation to an
adaptation.

Section 16(ba) was inserted by the Copyright and Related Rights Regulations 1996 to
comply with a European Community Directive on rental right and lending right (O]
[1992] L346/61). Section 16(b) was also modified to cover all forms of copyright work.

Infringement

A person infringes the copyright in a work if he does one of these restricted acts or
authorises another to do one of the acts in relation to a substantial part of the work
without the permission of the copyright owner and such a person may be sued by the
copyright owner (or an exclusive licensee of the owner) for the infringement.

The similarities and differences between the first work and the alleged infringement
may be important in finding whether the defendant had copied the first work (copying
is one form of infringement though all forms of infringement require that some use has
been made of the first work). Substantiality is a question of fact but once it is accepted
that the defendant’s work was copied from that of the claimant, it is no longer relevant
to consider the differences between the two works (to do so would be to revisit the
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question of whether copying had taken place). The question then becomes whether the
sum of the parts copied represent a substantial part of the claimant’s work. A visual
comparison of the two works at this stage is unnecessary and may be misleading. The
majority of the House of Lords judges took this view in Designers Guild Ltd v Russell
Williams (Textiles) Ltd [2001] FSR 11, a leading case on copyright infringement set in
the context of artistic works, though of wider application. However, Lord Scott of
Foscote distinguished a case of altered copying where he suggested that the similarities
between the two works could help determine which side of the dividing line, between
permissible borrowing of an idea and impermissible piracy, the activity fell, accepting
that it is not an infringement of copyright to borrow an idea.

There are certain exceptions to infringement called permitted acts contained in sec-
tions 28-77. Copyright is not infringed by ‘fair dealing’ with a work for the purposes
of research or private study or for criticism, review or news reporting or any of the
other limited exceptions concerning, inter alia, educational and library use. Another
permitted act is time shifting, that is recording a broadcast or cable programme for
viewing at a more convenient time. This can be relevant in the context of the Internet
as there is some authority for the view that information available on a website is classed
as a cable programme. This permitted act only applies where the recording is made for
private and domestic use and an Internet café which operated a CD burning service for
its customers in return for payment of a fee could not rely on the defence (Sony Music
Entertainment (UK) Ltd v Easyinternetcafe Ltd [2003] EWHC 62 (Ch)). This case also
confirms that liability for infringement applies even if the person responsible for copy-
ing was not aware the work being copied was protected by copyright. The defendant’s
employees were instructed not to look at the content of the downloaded files they
copied on to CDs for customers.

There are also some important exceptions relating to computer programs introduced
by the Copyright (Computer Programs) Regulations 1992. These allow for a ‘decom-
pilation exception’, making back-up copies of computer programs and other lawful
uses of a program including error correction. Further specific exceptions relate to data-
bases. There are additional ways of infringing copyright, known as secondary infringe-
ments, and there are also some criminal offences which now carry a maximum penalty
of a term of imprisonment not exceeding ten years and/or a fine. In broad terms, the
secondary infringements and some of the criminal offences apply where the infringer
has been dealing commercially with infringing copies, such as by importing, distribut-
ing or selling them, and, unlike the primary infringing acts described above, some form
of knowledge is required; that is, that the person involved knew or had reason to
believe that he was dealing with infringing copies. The criminal offences under copy-
right law, some of which closely follow the secondary infringements are dealt with sep-
arately in Part Four of this book.

Remedies for infringement

If the owner of a copyright successfully sues a person for infringement of that copy-
right, there are several remedies available. In particular, an injunction, damages or an
account of profits might be appropriate and these are provided for by section 96. The
basic purpose of an award of damages is to put the claimant in the position he would
have been in but for the infringement, as far as a money award can do that. The award
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should reflect the natural and foreseeable consequences of the infringing acts.
Copyright damages may be assessed as the estimated loss resulting from the infringe-
ment: for example, the licence fee or royalties that the copyright owner would have
expected to receive had he given permission for the acts complained of. For example, if
a computer software pirate makes and sells 100 copies of an item of computer software
each valued at £500, the copyright owner might expect damages equivalent to a 10 per
cent royalty: that is, 10% x 100 x £500 = £5000. However, it is for the claimant to
show that he would have made all the sales made by the infringer.

Damages are not available if the defendant did not know or had no reason to believe
that the work was protected by copyright. The meaning of ‘having no reason to believe
that copyright subsisted in a work” requires an objective test: that is, whether the rea-
sonable person, having knowledge of the facts known to the defendant, would have
believed that copyright subsisted in the work (see LA Gear Inc v Hi-Tec Sports plc
[1992] FSR 121). An infringer of computer software copyright cannot escape an award
of damages merely by turning a blind eye to the question of whether the software is
protected by copyright or being indifferent to the possibility. In any case, an account of
profits, as an alternative to damages, may be available regardless of the defendant’s
knowledge and could be awarded even where the person infringing copyright has done
so innocently. Of course, software piracy can attract criminal penalties also (see
Chapter 31).

Injunctions are very important because they prevent continued or anticipated
infringement of copyright. An injunction is a court order requiring the defendant to do
something or to refrain from doing something. For example, an injunction would be
appropriate to stop a computer software pirate continuing to sell unauthorised copies
of computer programs. A particularly useful type of injunction is an interim injunction
(previously known as an interlocutory injunction). If a person is sued for infringing
copyright, it may be a considerable time before the case comes to trial and, in the mean-
time, significant damage can be done to the copyright owner’s business. This is very rel-
evant in the context of a fast-moving technology like computer technology and, to deal
with this problem, the court may be willing to accede to a request for an interim injunc-
tion pending the full trial. However, an interim injunction will be granted to a claimant
only if there is a serious question to be tried and the claim does not appear to the court
to be frivolous or vexatious. Additionally, the balance of convenience must be satisfied,
meaning that the damage likely to be done to the claimant if the alleged infringement
continues is greater than the harm that will be done to the defendant if the injunction
is granted (see NWL Ltd v Woods [1979] 1 WLR 1294). This balance of convenience
is of particular importance if the granting or refusal of an interim injunction would
have very serious consequences for either party. In any case, an interim injunction will
not usually be granted if the payment of damages by the defendant at the full trial
would be an adequate remedy and the defendant is likely to have the means to pay, not
being a ‘man of straw’.

For an interim injunction to be a possibility, the courts used to require that the
claimant showed a serious issue to be tried. However, since the case of Series 5
Software Ltd v Clarke [1996] FSR 273, the courts have been more willing to consider
the relative strengths of the parties’ cases as they appear at that stage. If there is
material before the court to allow the court to assess the strength of the parties’ cases,
it should be taken into account in deciding whether or not to grant an interim injunc-
tion. In Series § Software, the defendant removed software belonging to the claimant
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allegedly in order to encourage the latter to make payment owing to the defendant. The
injunctions sought were refused but the judge continued an order for the defendant to
deliver up any materials he had which belonged to the claimant. If the defendant had
any such materials in his possession and failed to deliver them, he would be in contempt
of court.

A distinction between an honest and a dishonest trader might be relevant in deter-
mining the terms of any interim injunction and any ancillary relief granted. In
Microsoft Corporation v Plato Technology Lid [1999] FSR 834, the defendant had
sold five copies of counterfeit Windows 95 software infringing the claimant’s copyright
and trade marks. It was accepted that the defendant had no reason to believe that the
copies were counterfeit and an interim injunction was granted restraining the defendant
from dealing with software which it knew or ought upon reasonable enquiry to know
was counterfeit. The defendant was also required to deliver up all copies in its pos-
session which it knew or ought upon reasonable enquiry to know was counterfeit.

Apart from an award of ordinary damages, the courts also have a discretion to award
additional damages under section 97(2), having regard to the flagrancy of the infringe-
ment and the benefit accruing to the defendant. This is akin to punitive damages though
technically different. Additional damages are suitable in cases where normal damages
would not be appropriate: for example, where the defendant has blatantly infringed
copyright thinking that he can make a profit far in excess of any normal damages he
might have to pay. Another possible use for additional damages is where the claimant
has not suffered purely economic loss. This might be the case if the infringement con-
cerned some material which the claimant did not want to publish such as the contents
of his diary. In Williams v Settle [1960] 1 WLR 1072, additional damages were con-
sidered suitable when a professional photographer, without permission of the copyright
owner, supplied the press with a wedding photograph showing a man who had been
murdered.

Additional damages may also be appropriate where a normal award of damages still
left the defendant in a favourable position, enjoying the fruits of his infringement,
especially where those fruits were non-economic and not recoverable on the basis of an
account of profits. Furthermore, such damages could be used to deprive a defendant of
the benefit of deliberate wrong-doing when they would not be awarded against some-
one who did the same thing in innocence. In Nottinghamshire Healthcare National
Health Service Trust v News Group Newspapers Ltd [2002] RPC 49 a photograph of
a patient at Rampton Hospital was copied without permission and published by the
defendant with a sensationalistic article. An award of £450 for ordinary damages was
made together with an award for additional damages to bring the overall total up to
£10,000. This was justified on the basis that the defendant had reaped a significant
economic benefit from publication of a photograph that was obviously ‘stolen’ and the
lack of an apology, together with the degree of upset to the claimant, which had taken
over control of Rampton Hospital and been responsible for the medical records from
which the copy of the photograph had been taken without permission.

Recently, claimants seem more prepared to ask for additional damages. In relation
to computer software, such damages may be relevant in the case of blatant infringe-
ment, for example, by deliberately using someone else’s specialised computer software
to gain a competitive edge over that other person. Another example is where a person
deliberately makes use of another person’s database of highly sensitive information. It
has been confirmed that additional damages may only be awarded alongside ordinary
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damages and not an account of profits. A claimant has to elect between damages and
an account of profits and cannot ask for both.

In addition to the remedies mentioned above, the claimant may apply to the court for
an order for the infringing copies to be delivered up to him or for those copies to be
destroyed.

Moral rights

Moral rights were a relatively new concept in the United Kingdom when introduced by
sections 77-89 of the Copyright, Designs and Patents Act 1988. These rights, which
have long been recognised in some European countries, are independent and distinct
from ownership of copyright and give the author of a literary, dramatic, musical or
artistic work and the director of a film the right:

e to be identified as the author (or director) of the work,

® to object to a derogatory treatment of the work (for example, if someone rewrites a
serious play in the form of a farce without the author’s permission), and

e to not have a work falsely attributed to him (this right previously existed under the
Copyright Act 1956).

There is also a right to privacy with respect to photographs and films made for private
and domestic purposes.

These moral rights last as long as the copyright in the work, with the exception of
the false attribution right which lasts for 20 years after the death of the person falsely
attributed. The rights are designed to give the creator of the work, who may no longer
be the owner of the copyright itself, a degree of control and recognition in respect of
the work. By section 103, infringements of moral rights are treated as a breach of statu-
tory duty, injunctions and damages being appropriate remedies. Strangely, there is no
provision for additional damages and, presumably, damages will be based on economic
loss only. However, the claimant may also have a claim in defamation, particularly in
respect of a derogatory treatment of his work or the false attribution of a work.

As computer programs are considered to be literary works, it is surprising that the
first two of the moral rights mentioned above are stated not to apply to computer pro-
grams. Less surprisingly, nor do they apply to computer-generated works. These excep-
tions may be justified because of the commercial nature of most computer programs
and other software and because of the need to prevent ex-employees attempting to
interfere with any future changes to the software they had previously developed.
Problems could arise if computer programmers and systems analysts demanded to be
recognised as authors, as many computer programs are the result of teamwork, involv-
ing many individuals, both in the development of the original program and in subse-
quent alterations and upgrades.

Moral rights will exist in relation to other forms of original works created using a
computer, such as a report or computer-aided design, and in respect of many other
types of work stored in a computer in digital form, for example, in a database of
artistic works. However, employee-created works are excepted in relation to things
done by or with the licence of the copyright owner and the author must positively
assert his moral right to be identified. Furthermore, an author may waive his moral
rights.
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Dealing with copyright

We have already seen that authorship and ownership of copyright are two distinct con-
cepts and that, normally, an employee writing a computer program will be the author
of that program but his employer will own the copyright unless they agree otherwise.
Frequently, the owner of a copyright will want to use a third party to exploit that copy-
right for him. It might be more attractive financially to use a publisher to market and
sell copies of the work, because the latter will have the marketing expertise and distri-
bution facilities necessary to sell the work in large numbers. The usual way is for the
copyright owner to grant a licence to the publisher. In terms of copyright, a licence is
a permission to do one or more of the acts restricted by copyright and licences are
usually contractual in nature: that is, the publisher will pay a licence fee or royalties in
return for the permission. In many cases, the licence will be exclusive, which means that
permission will be granted to one publisher only. In the case of marketing computer
programs, the copyright owner might grant an exclusive licence to a software publisher
who will then grant non-exclusive user licences to ‘purchasers’ of copies of the pro-
gram. The users will need licences because loading a program onto a hard disk or into
computer memory involves making a copy or adaptation of the program, acts restric-
ted by the copyright. By section 92(1), an exclusive licence must be in writing and
signed by or on behalf of the owner of the copyright. No formalities are required for
non-exclusive licences but it is sensible to make a written record of the agreement.

Non-exclusive software licences are very common and are used where the copyright
owner wishes to retain ownership but wants to allow several or many other persons to
use the software. This is the way a great deal of ‘off-the-shelf’ software is made avail-
able. Each person acquiring a copy of the software obtains a licence permitting certain
uses. Of course, a licence is only required in as much as the use of software is controlled
by copyright but the agreement will include additional terms dealing with other issues
such as liability for defects.

Alternatively, the owner of a copyright may assign the copyright (that is, transfer
ownership of the copyright) to another person and an assignment must be distinguished
from a licence. With an assignment, the copyright owner transfers all or part of his
rights to another person, whereas a licence is a permission given to another person
authorising him to do certain specified things in relation to the copyright work.
Furthermore, ownership in copyright can pass under a will or by way of intestacy or as
a result of the bankruptcy of the copyright owner. Moral rights cannot be assigned (sec-
tion 94) but will pass under a will or by way of intestacy (by section 95).

Assignments and exclusive licences, to be effective at law, must be in writing and
signed by or on behalf of the assignor (person making the assignment) or licensor
(person granting the licence) as the case may be. If these requirements are not complied
with the courts may be prepared to use the concept of beneficial ownership or to imply
a licence giving the acquirer the right to do what, in the view of the court, was intended
by the parties. Nevertheless, it is obviously more satisfactory to make sure that the for-
malities are complied with.

It is possible to deal with a future copyright; that is, copyright in a work yet to be
created (section 91). The prospective owner can assign the future copyright or grant
licences in respect of it. These provisions are useful where a self-employed consultant is
engaged to create a new item of software. The agreement under which he is engaged
should contain a term to the effect that he assigns the future copyright in any work
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created under the agreement to the person engaging him. This agreement must then be
signed by or on behalf of the consultant and, on the work coming into existence, the
assignment will automatically take effect. This simple expedient is very important in the
software industry, where many persons are self-employed or freelance, and can prevent
a bitter dispute later as to ownership of copyright.
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Chapter 4

Computer software and copyright

Introduction

Now that the basic principles of copyright law have been described in Chapter 3, the
relevance of copyright to computer software can be examined. There are two main
areas: the first concerns the protection of computer software and, in particular, com-
puter programs and databases from unauthorised copying; the second concerns works
of various types which have been created by or with the aid of a computer or are stored
and accessed or made available electronically. This chapter concentrates on computer
programs and the following chapters are concerned with databases, computer-gener-
ated works and electronic publishing, and the recent developments in copyright in the
information society.

Copyright law protects computer software, whether it be programs, databases, com-
puter files or printed documentation, whereas patent law protects new and inventive
forms of computer hardware bearing in mind, of course, that items of hardware often
incorporate software. In some cases, software inventions may be patentable providing
they produce a technical effect and make a technical contribution to the relevant state
of the art. The distinction between hardware and software is sometimes difficult to
determine. For example, does a ‘dongle’ contain a computer program? A dongle is a
device which was popular some time ago and which was inserted into a computer port
enabling certain programs to be used. Its prime purpose was as a form of copy protec-
tion, limiting the use of a program to one computer at any given time. In the Australian
case of Dyason v Autodesk Inc (1990) 96 ALR 57 it was held that the dongle together
with the program used to write digital information into it were, in combination, a com-
puter program for copyright purposes. Some confusion as to whether a single word in
a computer program was itself a program was resolved in the Federal Court of
Australia which held that a single statement in a high-level programming language was
not a program but was merely the cipher or key to access a set of instructions:
Powerflux v Data Access Corp [1997] FCA 490. In the United Kingdom there has been
some judicial confusion as to whether ‘hard-wiring” a computer program in a ROM
chip allows the algorithm it represents to be patented (see Gale’s Application [1991]
RPC 305).

Although it is clear that computer software is protected by copyright, current issues
concern the scope of that protection and the need to preserve a balance between the
rights of the copyright owner and the interests of competitors and what should consti-
tute fair use of existing software. It has already been felt necessary to amend the 1988
Act to achieve that balance (as part of the wider goal of harmonising copyright protec-
tion for computer software throughout the European Community). Although the legal
protection of computer software has been radically improved, there remain areas of
doubt and uncertainty even now that there have been a number of important High
Court cases on the infringement of copyright in computer programs. An awareness of
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these areas will be important for those developing, using and exploiting computer
software.

Computer programs

The term ‘computer software’ includes computer programs, databases, computer files,
preparatory design materials, all manner of works stored digitally to be accessed by
computer and associated printed documentation such as manuals for users. There has
never been any difficulty with regard to printed materials as these have been and con-
tinue to be protected by copyright. The protection of computer programs has been less
certain and before 19835 it was unclear whether they were protected by copyright. One
view was that listings of source code programs were protected as literary works by
analogy with codebooks or because they resembled written English to some extent. On
the whole, the courts appeared to be sympathetic towards the notion that computer
programs were protected. For example, in Sega Enterprises Ltd v Richards [1983] FSR
73, which concerned alleged copies of the computer game ‘FROGGER’ (the object of
which was to get a frog across a busy road without it being squashed by a lorry), the
trial judge was of the opinion that the source code program was protected by copyright
and the object code program was protected indirectly as an adaptation of the source
code version. However, this was an interim hearing only and the case did not go to a
full trial, so the point was not finally decided. Indeed, cases involving copying of com-
puter programs did not seem to get beyond the interim stage, probably because the
relief granted by the court at that stage, usually an interim injunction, was sufficient to
satisfy the claimant.

There remained serious doubts about computer programs in object code form and
these doubts were brought to a head by the Australian case of Apple Computer Inc v
Computer Edge Pty Ltd [1984] FSR 481. In that case, the defendant imported clones
of the Apple II personal computer into Australia. His initial claim that his computers,
appropriately called “‘Wombats’, did not contain the Apple operating system and start-
up programs was rejected when it was discovered that the programs in the “Wombat’
chips had the names of the Apple programmers embedded within them. The defen-
dant’s second line of defence was that the programs were not literary works in the
copyright sense, being object code programs. This was accepted by the trial judge but
rejected by a 2:1 majority in the Federal Court of New South Wales. However, this
decision was unsatisfactory in many respects and the Australian Parliament acted very
quickly, passing amending legislation (the Australian Copyright Amendment Act 1984)
to put the matter beyond doubt. This did little to assuage concerns in the United
Kingdom; it merely highlighted the uncertainty concerning object code programs.

Following considerable pressure from the computer industry, notably from the lobby
group FAST (the Federation Against Software Theft), the Copyright (Computer
Software) Amendment Act 1985 was passed which made it clear that computer pro-
grams were protected as literary works. The Copyright, Designs and Patents Act 1988
follows this approach and places computer programs firmly within the literary work
category for the purposes of copyright (section 3) and, now, also databases. It also pro-
tects implicitly other forms of works created using a computer or stored in or on com-
puter media. Neither the word ‘computer’ nor the term ‘computer program’ is defined
in the Act. This is sensible in view of the rapid rate of change in the computer industry
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as attempts to offer precise definitions would probably prove to be unduly restrictive in
the light of technological development. It is better to allow the judges to use their dis-
cretion sensibly, permitting a degree of flexibility in this respect. There should be no dif-
ficulty in a court deciding that copyright subsists in a program written in assembler
language or in a computer program in object code form.

On a European Community scale, it has proved necessary to spell out in detail the
scope of exceptions to copyright infringement in relation to computer programs and,
to this end, the 1988 Act was amended by the Copyright (Computer Programs)
Regulations 1992, as described later in this chapter. The Regulations also specifically
place preparatory design material for computer programs in the literary work category.
Concerns about the protection of databases by copyright law led to another European
initiative, resulting in the Directive on the legal protection of databases (O] [1996]
L77/20). This was implemented in the United Kingdom by the Copyright and Rights in
Databases Regulations 1997 which further modified the 1988 Act, adding databases to
the literary works category and also created a new database right. Databases are con-
sidered in more depth in the following chapter.

Originality and storage

By section 3 of the Copyright, Designs and Patents Act 1988, for copyright to subsist
in a computer program it must be ‘original’ and it must be ‘recorded’. For the meaning
of ‘original’, in the main we must turn to case law prior to the Act and section 172(3)
confirms that this practice is permissible (this is standard procedure unless it is clear
that previous cases no longer represent the law). The requirement of originality is not
an onerous one and does not mean that the computer program must be novel or unique
in some respect. It merely means that the program has been the result of a modest
amount of skill, labour or judgment and that it ‘originates from the author’ (Peterson
J in University of London Press Ltd v University Tutorial Press Ltd [1916] 2 Ch 601).
Compilations of existing information as in a street directory have been afforded copy-
right protection. In Macmillan & Co Ltd v K & J Cooper (1923) 40 TLR 186, it was
held that, although many compilations have nothing original in their parts, the sum
total of a compilation may be original for the purposes of copyright. However, the
courts will draw a line somewhere and in G A Cramp & Sons Ltd v Frank Smythson
Ltd [1944] AC 329, a diary which contained the usual information contained in diaries,
such as a calendar, tables of weights and measures, postal information and the like,
failed to attract copyright protection. The reason given was that the commonplace
nature of the information left no room for taste or judgment in the selection and organ-
isation of the material. In the light of these cases, virtually all computer programs will
meet the requirement of originality, even if the program comprises little more than an
arrangement of commonly used sub-routines, because the selection and arrangement of
those sub-routines requires a reasonable amount of skill and expertise.

The European Directive on the legal protection of computer programs required that
the test for subsistence of copyright in a computer program was that it was the author’s
own intellectual creation. Arguably, this is a higher standard than that of originality
previously required by United Kingdom law but the test in the Directive was not used
in the Copyright, Designs and Patents Act 1988 when it was amended in the light of
the Directive. By way of contrast, the test of the author’s own intellectual creation in
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the European Directive on the legal protection of databases was used in respect of data-
bases when that Directive was transposed into the 1988 Act.

In the United States, the expenditure of labour alone is unlikely, without some intel-
lectual contribution, to confer copyright protection on a work (the ‘sweat of the brow’
doctrine put to rest in the Supreme Court in Feist Publications Inc v Rural Telephone
Service Co Inc (1991) 111 S Ct 1282; discussed in more detail in the following chap-
ter). It is difficult to conceive of a computer program which does not involve skill and
judgment in its creation, in addition to effort. However, standards vary internationally
and in Germany it was said that a computer program, to be protected by copyright,
must be the result of creative achievement exceeding the average skills used in the devel-
opment of computer programs (Sudwestdeutsche Inkasse KG v Bappert und Burker
Computer GmbH (1985) Case 5483, BGHZ94, 276). In other words, a computer pro-
gram which simply automated an existing process would be unlikely to be the subject
of copyright. In the light of the European Community Directive on the legal protection
of computer programs, this case must now be viewed as laying down too stringent a
test and, indeed, this was confirmed by the Federal Supreme Court of Germany in the
Buchhaltungsprogram case (unreported) 14 July 1993 which concerned an accounts
program.

In the United Kingdom, another requirement for computer programs, and other lit-
erary, dramatic and musical works, is that they must be recorded in writing or other-
wise (section 3(2)). This has a very wide meaning and ‘writing’ is defined by section 178
as including;:

... any form of notation or code, whether by hand or otherwise and regardless of the
method by which, or medium in or on which, it is recorded.

Storage of a computer program in a computer memory or on computer storage media
such as magnetic disks should present no problems as the above definition in section 178
is sufficiently wide to cover any existing form of storage and any new forms which might
be invented in the future. Furthermore, given the spirit of the Act, it is unlikely that the
courts will attempt to narrow the concept of ‘recording’. It must be noted, however, that
the House of Lords has decided that a password held transiently in a computer system
was not recorded for the purposes of the Forgery and Counterfeiting Act 1981 (see the
discussion of R v Gold in Chapter 29). If the only form of existence of a computer pro-
gram is in a computer’s volatile memory, there may be a possibility that, following the
Gold case, the program will not be considered to be ‘recorded’. Nevertheless, because the
program will be saved on to a disk or tape before very long, this is unlikely to cause prob-
lems in practice. Of course, the program may have been written down by the program-
mer before entry into the computer or a printout of the program listing may have been
taken, in which case the program will be protected anyway. As a matter of interest, the
scope of the Copyright (Computer Software) Amendment Act 1985 (now repealed) was
possibly wider in that it specifically covered storage in a computer memory.

Preparatory and ancillary materials

Copyright protection extends beyond the computer program itself and will cover writ-
ten or printed listings of programs, flow charts, specifications and notes. Section 3(1)(c)
includes preparatory design material for a computer program in the literary work
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category. Prior to the Copyright (Computer Programs) Regulations 1992, these
materials would generally be protected as literary works although flow charts and dia-
grams would have been protected as artistic works. The artistic work category of copy-
right includes paintings, drawings, diagrams, maps, charts and plans which are all
protected irrespective of artistic quality. As a result of the Regulations, however,
preparatory design materials are deemed to be literary works, irrespective of whether
they would have qualified previously as graphic works and, hence, artistic works. In
practice, this should not be of any significance although there are some differences in
the provisions for literary and artistic works. All these preparatory and other ancillary
materials must be original in the sense already discussed. Because copying includes
copying by indirect means, it is possible that making an unauthorised copy of a com-
puter program (or screen display) infringes the copyright subsisting in ancillary or
preparatory materials in addition to any question of infringement of the program itself
or of the screen display.

Of course, manuals and other documentation distributed with computer programs
will be protected by copyright, independently of the program itself, as original literary
or artistic works, as appropriate.

Restricted acts for computer programs

Of the acts restricted by copyright, three are worthy of special mention as far as com-
puter programs are concerned. These are:

e copying,
® issuing copies to the public, and
e making an adaptation.

All of these restricted acts have a particular meaning which is only partly explained by
the language of the Act. Copying and making an adaptation have fairly technical mean-
ings and both of these acts have been extended to take account of computer technology.
Copying now has to include electronic copying and also has to countenance the situ-
ation where a person copies a computer program but uses a different programming lan-
guage with the result that the original and the copy bear little, if any, literal similarity
when the program listings are compared. If copyright law were unable to control such
‘non-literal’ copying, it would be too easy to circumvent the protection afforded by
copyright. The restricted act of making an adaptation, concerned first of all with trans-
lations of literary works and arrangements of musical works, now has to deal with the
process of converting source code into object code and vice versa.

Copying

Copying in relation to a literary, dramatic, musical or artistic work means, by section
17(2), reproducing the work in any material form which includes storage in any
medium by electronic means: for example, by making a copy of a computer program
on a magnetic disk. Additionally, in relation to all forms of copyright work, copying
includes making copies which are transient or incidental to some other use of the work
(section 17(6)). This implies that the act of loading a computer program into a com-
puter only for the purpose of running the program will be considered to be making a
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copy of the program, even though this ‘copy’ will be lost as soon as the computer is
switched off. In this way, any unauthorised use of a computer program will infringe the
copyright in that program. This is why a licence is required in order to use another
person’s computer program or database, or indeed, any other work in digital form
which will be accessed by computer.

Literal copying

An unauthorised copy of a computer program may be an exact duplicate of such where
a disk-to-disk copy is made. The original and copy will be identical. The question of
infringement of copyright will be an easy one to deal with and will be limited to an
enquiry as to whether the first program is protected by copyright. Almost all computer
programs will be subject to copyright as the basic requirements for copyright subsis-
tence usually will be present. As long as the first program is original (in the sense that
it originates from its author) and is non-trivial and the qualification provisions are sat-
isfied (or protection is afforded through the international conventions) then the pro-
gram will be protected. Identical copies of computer programs made without the
permission of the copyright owner are, apart from difficulties associated with detection,
fairly easy to deal with in terms of the law, both civil and criminal. Software piracy
usually falls into this category of copying as does making working copies of computer
programs by a licensee in excess of the number permitted by the licence agreement.

Sometimes a person copying a computer program will do further work on the pro-
gram. This might be to disguise the origin of the program or to improve it, or both.
Where this happens, proving copying may be more difficult and requires a consider-
ation of three questions.

e Does copyright subsist in the claimant’s program?
e Has the defendant copied parts of the claimant’s program?
e Do the parts copied represent a substantial part of the claimant’s program?

In practice, the answer to the first question will rarely be in the negative. The second
question is more difficult and depends, inter alia, on objective similarities and infer-
ences that can be drawn from them. It is further complicated if the same person has
been involved in the writing of both programs. The third question, as we have seen, is
concerned with the quality of the part taken rather than its overall size relative to the
whole. A small but important part of a program will be deemed to be substantial.
Indeed, it is arguable that even a tiny part of a computer program could be significant
as the program may not operate at all or properly without it! However, in Cantor
Fitzgerald International v Tradition (UK) Ltd [2000] RPC 935, the court held that sub-
stantiality must be judged against the program or programs as a whole in the light of
the skill and labour expended in the design and coding which went into the piece of
code in respect of which the allegation of copying was made. In that case, the defen-
dant admitted copying some 2952 lines of code from the claimant’s programs which
comprised 77,000 lines of code. The judge found the claimant’s case made out in part
but Mr Justice Pumfrey went on to say that substantiality was not to be determined by
whether the system would work without the part copied nor by the amount of use
made of the code in question. These and other issues are considered further in the fol-
lowing important case.

In IBCOS Computers Ltd v Barclays Mercantile Highland Finance Ltd [1994] FSR
275, one of the defendants, a programmer, wrote a suite of programs and files to
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handle accounts and payroll for agricultural machinery dealers. He further developed
this software for the claimant and when he left the claimant’s company, the program-
mer signed a note agreeing to the fact the company owned the copyright in the software
and agreeing not to write competing software for two years. The programmer then
wrote another software package, which performed similar functions, for the other
defendant. This was not marketed until the two-year period in restraint of trade had
expired. Nevertheless, the claimant sued for copyright infringement and breach of con-
fidence. Both suites of programs were written in similar programming languages, being
variants of COBOL.

When the code of the two suites of programs was examined, common errors were
noticed. These were primarily to do with spelling and punctuation in the comment lines
in the programs. The same mistakes tended to occur in the same places. The same piece
of redundant code was also present in both suites of programs. The judge, therefore,
had little difficulty in finding that there had been copying, showing the usefulness of
including deliberate mistakes or redundant elements in copyright works. He also held
that copyright subsisted not only in the individual programs but in the whole suite of
programs as a compilation because the selection and arrangement of the programs
required skill and judgment. On this latter point the judge, Mr Justice Jacob, disagreed
with Judge Paul Baker who said, in Total Information Processing Systems Ltd v Daman
Ltd [1992] FSR 171, that linking several programs together could not constitute an
original compilation. In view of the increasing structural complexity of software prod-
ucts, Jacob J’s approach should be welcomed by the software industry as strengthening
the copyright protection of computer programs.

In the IBCOS case, it was held that the defendant had infringed copyright in a
number of individual programs in addition to an infringement of the copyright subsist-
ing in the overall structure of the software comprising 335 programs, 171 record layout
files and 46 screen layouts. The defendant had argued that similarities were the result
of programming style and the reuse of well-known routines but was unable to convince
the judge on these points. In other words, the defendant was unable to offer a satisfac-
tory explanation for the similarities. It was also held that the defendant programmer
was guilty of a breach of confidence in respect of the claimant’s source code programs.

In his judgment, Mr Justice Jacob discussed previous case law and was critical of
some aspects of it (see the section on non-literal copying later in this chapter). Some
other important points made by Jacob J included:

e Modifying a computer program could give rise to a fresh copyright (presumably if
the work in making the modifications was the result of skill or judgment).

e The fact that the program, or parts of it, was constrained by the program’s function
did not weaken or compromise copyright protection.

e The data division of a COBOL program (being the part defining the variables and
database structures) can be a substantial part of a program and a file record, though
not a program, could be a compilation.

® Where the evidence clearly indicates copying but the defendant denies this, the court
should infer that similarities are the result of copying and not due to programming
style unless independent evidence suggests otherwise.

The IBCOS case is an important step in the application of copyright law to computer
programs. Bearing in mind that preparatory design material is now expressly (and inde-
pendently) subject to copyright, the width of protection afforded to software is quite
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strong. Figure 4.1 shows this in relation to a typical software package including a suite
of programs and data files.

The concept of non-literal copying can strengthen copyright even more. Whether
copying is literal or non-literal, however, it should be remembered that infringement of
copyright requires use of the first work and creating a similar work independently will
not infringe. Writing new accounts software will not infringe any copyrights in exist-
ing software packages provided they have not been used in a way that falls within the
restricted acts.

In a later case, Cantor Fitzgerald International v Tradition (UK) Ltd [2000] RPC 95,
the main parties were independent bond brokers. A further defendant had been the
claimant’s managing director but had been dismissed and obtained employment with
the first defendant, Tradition (UK) Ltd (‘Tradition’). He took a number of other
employees of the claimant with him, including programmers who had worked on the
claimant’s software system. Within a relatively sort period of time, the first defendant
had a bond broking software system which the claimant alleged was a copy of its
system. Eventually, the first defendant admitted that a small proportion of its software
had been copied from the claimant’s software.

In finding that the defendants had infringed the claimant’s copyright, Mr Justice
Pumfrey noted the following points:

e Tradition accepted that the whole of the claimant’s software had been loaded onto
its computer. This was itself an infringement of copyright.

® The expression of thought in a human language differed to a program for a com-
puter written in a computer programming language. There was a danger in adapting
principles developed in the context of traditional literary works and applying them
uncritically to computer programs which, although literary works in the copyright
sense, had the sole purpose to control the operation of a machine.

e Although every part of a computer program might be essential to its performance, it
was too simplistic to regard every part however small as a substantial part of the pro-
gram. The fact that a program might not function properly or at all without that part
did not mean that it was a substantial part of the program.
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e The function of copyright was to protect the relevant skill and labour expended by
the author of the work and a copyist infringed if he took a part of the work upon
which a substantial part of the author’s skill and labour was expended.

® A substantial part of the author’s skill and labour might reside in the plot of a novel
or play and to take it without taking any part of the particular manner of its
expression might be sufficient to amount to copying (a case of non-literal copying —
see later in this chapter). The architecture of a computer program (either the overall
structure of the system at a high level or allocation of functions between various pro-
grams) was analogous to a plot and capable of protection if it represented a substan-
tial part of the author’s skill, labour and judgment. However, in this particular case,
similarities at the architectural level were no more than could be accounted for by
fact that both systems were written by the same programmers and, in any case, the
claimant did not pursue this aspect. The judge did seem surprised that, although the
architecture of the two programs were similar, only around 3.3 per cent of the code
of the claimant’s program could be detected in Tradition’s program code.

e In terms of the decisions taken as to how the programs should be modularised,
where the content of each module was largely arbitrary or was not based on con-
siderations concerned with the program as a functional unit but was related to extra-
neous matters such as the availability and skill of programmers or convenience in
terms of debugging and maintenance of the program, it was unlikely, though not
impossible, that the skill and labour expended in making such a choice could ever
amount to a substantial part of the copyright subsisting in program.

e If the copied program code had been disguised to hide its origins, this showed that
the person copying knew what he was doing was wrong and if this was done in bla-
tant disregard of the claimant’s rights, this might be the basis of a claim for
additional damages.

® The judge accepted that the actual proportion of code copied and used in Tradition’s
program was very small and Tradition’s programmers had wanted the claimant’s
code as a record of what they had done before. It was intended to build a system
which was a substantial improvement on that of the claimant’s.

One of the main uses of the claimant’s code made by the programmer working for
Tradition was to use it for debugging purposes. In such a case, it would be appropriate
to calculate damages based on a reasonable fee for the use of code for those purposes.

The facts of this case are not unusual in practice. Computer programmers tend to
move from job to job and create similar programs for different clients or employees. It
is tempting for them to use earlier programs and designs for programs subsequently.
Many programmers build up a toolkit of useful routines and modules to save them time
writing them from scratch in the future. It is also likely that programmers working on
new programs with functions similar to those they have written before will try to
improve upon them and expand their functionality. To draw a line between what is
acceptable and what is not is notoriously difficult to do. However, simply making a
copy of a previous employer’s program without permission infringes copyright as will
any subsequent use involving loading the program into a computer. On the other hand,
simply remembering the basic ideas and algorithms underlying the programs and
writing new programs on the basis of those ideas and algorithms should not infringe
copyright (and will not be a breach of confidence unless the functions performed by
those programs were in the nature of trade secrets protected by the law of confidence).
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On the whole, Mr Justice Pumfrey’s judgment in Cantor Fitzgerald is sound and
builds on the principles expounded by Jacob J in IBCOS. The fact that relatively little
of the claimant’s program code found its way into the defendant’s program does not
lessen the finding of infringement (providing substantiality is found nonetheless) but
might be relevant to the quantum of damages awarded and whether a permanent
injunction is granted. On criticism of the judgment is that the judge frequently referred
to the author’s labour in a way that suggested that it might be sufficient on its own to
give rise to copyright. The better view is that the author must expend skill or judgment
or both. The test for originality in the European Directive on the legal protection of
computer programs was that they must be the author’s own intellectual creation (the
same applies to copyright databases). Although the Copyright, Designs and Patents Act
1988 was not modified to include this particular requirement for computer programs,
it does represent the correct position. It is highly unlikely that a literary, dramatic,
musical or artistic work that is the result of labour only will attract copyright protec-
tion in the absence of skill or judgment.

Non-literal copying

Copyright does not give a monopoly in basic ideas; what it does is to prevent a person
from copying or otherwise using the tangible expressions of ideas made by others in
accordance with the acts restricted by copyright. In this way, copyright protects
expression not idea though the concept of an idea is not a thing of precision, as Lord
Hailsham accepted in LB Plastics Ltd v Swish Products Ltd [1979] RPC 551 — it all
depends on what you mean by ‘ideas’. The level of abstraction is another factor. Taking
a basic idea may be acceptable but taking a very detailed plot for a play or novel and
re-writing it without copying the actual text of the original play or novel may infringe
copyright. Therefore, and bearing in mind those provisos, in principle it is quite accept-
able to write a novel about a secret agent in the style of Ian Fleming as long as it does
not contain copies of parts of James Bond novels and does not follow closely the events
and their sequence, drawing heavily on the character portrayals used in a James Bond
novel. The late Ian Fleming did not have a monopoly in tongue-in-cheek, humorous
adventures about secret agents licensed to kill, but a novelist might commit the tort of
passing off if he changes his name to Ian Fleming or uses the name James Bond or the
007 code in his novel. Copyright protection does not extend, however, to ephemeral
things such as skeletal plots for novels or ideas for computer programs unless and until
they are recorded in some form or another and, even then, it is the ideas as expressed
that are protected, not the underlying concepts. This is a direct consequence of the
nature of copyright as set out in the Act.

A literal copy of a computer program infringes copyright if made without the con-
sent of the copyright owner. However, copying is not necessarily limited to duplication
of substantial parts and it is possible to copy a computer program in a wider sense. For
example, the structure, flow and sequence of operations expressed in a computer pro-
gram may be copied and, if a different computer programming language is used, a
printout of the second program will look dissimilar to a printout of the first program.
Should the use of one program to assist with the writing of a second program in such
a way be within the ambit of copyright protection even though the codes of the two
programs look dissimilar? In other words, should copyright extend to non-literal
elements which are not directly perceivable? This question is of such fundamental
importance because, if answered in the negative, copyright protection for computer
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programs would be considerably weakened. This issue is also relevant in the look and
feel of websites.

The United States progressed much faster than the United Kingdom in determining
this question but the basic legal principles are broadly similar: copyright protects
expression but not idea. Nevertheless, expression goes beyond the immediate literal
form. For example, in the United Kingdom case of Glyn v Weston Feature Film Co
[1916] 1 Ch 261, in which it was argued (unsuccessfully) that a film infringed the copy-
right in a novel, it was acknowledged that copyright can extend beyond the literal text
of a book to the dramatic scenes and incidents contained within it.

Because expression may exist at various levels of abstraction (for example, in the pro-
gram’s structure or algorithm) the courts have to be able to distinguish between idea
and expression. This has not proved easy and the following United States cases give an
indication of the development of tests that may be appropriate. (United States law has
no binding effect on the United Kingdom courts but it may be of persuasive authority,
particularly in the field of information technology.)

In Whelan Associates Inc v Jaslow Dental Laboratory Inc [1987] FSR 1, the pro-
grams being compared were designed to assist with the administration of dental labora-
tories. The same person was involved in the development of each program but they
were written in different computer languages: the first was written in EDL and the
second, attempting to infiltrate the microcomputer market, was written in BASIC.
Thus, there was no substantial literal similarity between the listings of the two pro-
grams. The United States Court of Appeals (3rd Circuit) distinguished between idea
and expression by reference to the purpose of the program. The purpose of a utilitar-
ian work is the idea of the work whereas everything pertaining to the work which is
not necessary to the purpose is expression. If there are several ways of achieving the
desired purpose, none of which is necessary to the purpose, then the way chosen is
expression and, consequently, protected by copyright.

The purpose of the original program in Whelan v Jaslow was to assist in the running
of dental laboratories. There were several different methods which could be employed
to achieve that same purpose, and therefore the structure of that original program was
not essential to the purpose and, hence, the structure was expression and not idea. The
purpose itself, being the idea, was not protected by copyright; it is quite acceptable for
others to write programs to help with the running of dental laboratories. In this case
the structures of the two programs were similar, the programs had a similar look and
feel even though written in different computer programming languages and this, cou-
pled with the fact that the same person had been involved in the two programs, raised
a strong presumption that there had been copying and, hence, an infringement of copy-
right. The distinction between idea and expression has been applied in the context of
screen displays. In the ‘Pac-Man’ computer games the maze and dots were deemed to
be idea, being necessarily dictated by the program function, but the ‘Pac-Man’ and
‘ghost monsters’ characters were considered to be expression as different graphical rep-
resentations could have been used.

Another important case involved the spreadsheet program Lotus 1-2-3 and a com-
patible spreadsheet program called VP-Planner. In Lotus Development Corp v
Paperback Software International 740 F Supp 37 (D Mass 1990), the defendant
claimed that he had not copied the Lotus program code but had used a similar menu
system to achieve compatibility (especially with respect to spreadsheet files and macros)
and to enable people to change to VP-Planner from Lotus 1-2-3 without requiring

34



4 « Computer software and copyright

retraining. The similarities between the programs were the menu command system
(two-line moving cursor menu) and the grid system (letters and numbers arranged in a
‘rotated L). It was held by Judge Keeton that the defendant had infringed copyright by
copying the two-line moving cursor menu. Various spreadsheet programs used differ-
ent menu systems showing that the system used by Lotus was expression and not idea.
He confirmed, however, that there was no infringement of the rotated ‘L’ grid as this
was idea, it being almost inevitable that a spreadsheet program would use such a
system.

In a later spreadsheet case, Lotus Development Corp v Borland International Inc
[1997] FSR 61, in the 1st Circuit Court of Appeals, the decision of Judge Keeton along
the lines of his Lotus v Paperback judgment was reversed by the Court of Appeals
which found that the menu command hierarchy in the Lotus 1-2-3 spreadsheet was not
a work of copyright. Therefore, by using the 1-2-3 menu command system in its
Quattro spreadsheet, Borland had not infringed copyright. The rationale was that the
menu command system was a method of operation which is excluded from copyright
protection by section 102(b) of the United States Copyright Act. The court likened the
menu system to the buttons on a video recorder. The distinction in Whelan between
idea and expression was considered unhelpful by the court which confirmed that the
fact that the Lotus designers could have designed the system differently was immaterial
to the question of whether it was a method of operation. The case was then appealed
to the Supreme Court but there was no substantive judgment as the court reached a
split decision, and the finding of the Court of Appeals stands.

The Lotus v Borland case can be seen as a further weakening of copyright protection
for interfaces (in this case, the interface with the user) and facilitates the pursuit of com-
patibility in software from an operational point of view. However, it could discourage
investment in novel forms of software and major software companies may be encour-
aged to allow someone else to make the investment in developing innovative software
in the knowledge that they can copy the ideas and interfaces to produce similar com-
peting software providing that they do not copy the program code or other protected
non-literal elements.

Prior to the Lotus v Borland case, the authority of Whelan v Jaslow was already
looking shaky and that case had been strongly disapproved of by the United States
Court of Appeals (2nd Circuit) in Computer Associates International Inc v Altai
(1992) 20 USPQ 2d 1641. The defendant had produced a program called ‘Oscar’, a
job-scheduling program for controlling the order in which tasks are carried out by a
computer. It incorporated a common interface component allowing the use of differ-
ent operating systems and this part had been added by a former employee of the
claimant who had a similar program and interface. The claimant’s former employee
was very familiar with the interface element (known as ‘Adapter’) which was part of
the claimant’s ‘CA-Scheduler’ program and had even been allowed to take a copy of
the ‘Adapter’ source code home while working on it. When the claimant issued a sum-
mons and complaint, the defendant rewrote ‘Oscar’, using different programmers in
an effort to avoid infringing the claimant’s copyright in ‘Adapter’. The claimant still
proceeded even though the defendant had agreed not to challenge an award of
$364,444 damages in respect of the earlier version of ‘Oscar’. The trial judge held
that the later version of ‘Oscar’ did not infringe the ‘Adapter’ copyright and the
claimant appealed to the Court of Appeals which confirmed the decision of the trial
judge.
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In a far-reaching judgment, the Court of Appeals laid down a new test for the deter-
mination of the question of non-literal copyright infringement, that is, whether there
has been an infringement of copyright in non-literal elements such as program struc-
ture. The test requires a three-step procedure as follows:

® Abstraction — discovering the non-literal elements by a process akin to reverse engin-
eering, beginning with the code and ending with the program’s ultimate function.
The designer’s steps are retraced and mapped. This produces structures of different
detail at varying levels of abstraction.

e Filtration — the separation of protectable expression from non-protectable material.
Some elements will be unprotected being idea, dictated by considerations of
efficiency (therefore necessarily incidental to idea), required by external factors
(scenes a faire doctrine), or taken from the public domain. These elements are filtered
out leaving a core of protectable material (this is the program’s ‘golden nugget’).

o Comparison — a determination of whether the defendant has copied a substantial
part of the protected expression, that is, ascertaining whether any aspect has been
copied and, if so, assessing the copied portion’s relative importance in respect of the
claimant’s overall program.

Of course, this test only applies to non-literal copying and the actual code remains fully
protected against direct (literal) copying. However, this test is likely to reduce signifi-
cantly the strength of protection for program structure, menu command systems and
interfaces. In many cases, it is possible that, after the process of filtration, there will be
no ‘golden nuggets’ left, that is, no protectable expression, to take forward to the
process of comparison. It still remains to be seen what effect this case will have on
copyright litigation in the United States. (The judges in the Court of Appeals recognised
that their test would be difficult to apply and would need further case law before its
application could be predicted with any certainty.) Even more interesting is its effect on
copyright law in the United Kingdom, discussed below, although it should be noted
that the previous test in Whelan v Jaslow did not achieve any notable successes in the
United Kingdom even though it was used in argument on a number of occasions.

Non-literal copying in the United Kingdom

It was not too long after the Computer Associates case that a suitable example of
alleged non-literal copying came before the High Court. The facts of John Richardson
Computers Ltd v Flanders [1993] FSR 497 were difficult and provide an object lesson
in how not to manage the development of computer software, with scant regard being
paid to record-keeping and ownership of copyright. Essentially, the claimant had a
computer program for use by pharmacists to print labels for drug prescriptions and to
monitor stock levels. The driving force behind the claimant company was Mr
Richardson who had originally written a rudimentary program in BASIC and had later
engaged computer programmers, both on an employee and consultancy basis and
including the defendant, to refine and enhance the program. Eventually it was rewrit-
ten in assembly language for the BBC computer (and is referred to below as ‘the BBC
program’).

The defendant wrote a program called ‘Chemtec’ to perform the same functions as
the claimant’s program written in QUICK-BASIC for the IBM personal computer. The
claimant sued for copyright infringement and breach of confidence though the latter
claim was not pursued at the trial. The judge, Mr Justice Ferris, had to consider the
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claim for copyright infringement in the context of two computer programs written in
different languages and bearing no significant literal similarities and with very little
English case law to assist him. He identified the following issues raised by the case:

e Does copyright subsist in a computer program?

e If it does, does the copyright in the BBC program belong to the claimant?

e If the above questions are answered in the affirmative, what should the court’s
approach be to a claim of ‘non-literal’ copying?

® Are there any objective similarities between the BBC program and the Chemtec pro-
gram enabling the Chemtec program to be regarded in any respect as a copy of the
BBC program?

e Were any such similarities in fact copied from the BBC program?

e Is any copying thus found, copying of a substantial part of the BBC program?

The issue of copyright subsistence was easily dealt with by the judge and ownership of
copyright in the BBC program was resolved in favour of the claimant. Although the
defendant may have been the legal owner of parts of the program he had written as a
self-employed consultant, the claimant was the owner in equity and, as the claimant
had joined the legal owner in the action (by suing him), the full range of remedies was
available to the claimant should infringement be proved.

After reviewing the English and United States authorities on non-literal copying and
discussing the Computer Associates case at length, Mr Justice Ferris said that there was
nothing in any English decision which conflicted with the general approach adopted in
that case. However, he said that, in preference to seeking the ‘core of protectable
expression’ in the claimant’s program, an English court would:

® decide whether the claimant’s program as a whole is entitled to copyright protection,
and then

e decide whether any similarity in the defendant’s program resulting from copying
amounts to a substantial part of the claimant’s program.

Ferris ] went on to say that the approach to separation of idea and expression as
expounded in Computer Associates was appropriate and a similar approach should be
adopted in England. This would be relevant to issues of substantiality of copying and
originality. Thus, the non-literal elements of a computer program are to be taken into
account. In testing for infringement, the judge concentrated on objective similarities in
the non-literal elements of the programs and he classified them in four ways:

e similarities that were the result of copying a substantial part of the claimant’s pro-
gram, being the line editor, amendment routines and drug dose codes;

e similarities that were the result of copying but not in relation to a substantial part of
the claimant’s program — for example, the date option, operation successful, mess-
age;

® similarities which may have been the result of copying but which, in any case, did
not involve copying substantial parts of the claimant’s program — for example, the
vertical arrangement of entry prompts;

e similarities that were not the result of copying including the use of the escape key,
position of label on screen, etc.

It was held that the defendant had infringed copyright in respect of three non-literal
elements. This would mean that it might be a relatively simple matter for the defendant

37



Part 1 ¢ Computers and intellectual property

to rewrite the offending parts of his program, notwithstanding any award in damages
in respect of the infringement.

The judgment in Richardson v Flanders attracted a fair amount of criticism. In par-
ticular, Mr Justice Jacob in his judgment in IBCOS v Barclays (a case on literal copy-
ing) was particularly critical of a blind allegiance to the United States approach,
pointing out that United Kingdom copyright law is different, being based on a differ-
ent statute. He said that the United States approach was not helpful. It must be noted,
however, that Jacob J was dealing with a more straightforward case of copying and the
two cases are distinguishable, one being on literal copying (IBCOS), the other on non-
literal copying (Richardson). Consequently, it is possible to reconcile the two cases and
the judgments can be seen as complementary. Where Richardson is weak is, arguably,
in the abstraction to non-literal expression. Furthermore, there was no serious attempt
to filter out unprotected elements but this is more likely to be due to differences
between United Kingdom and United States law than a failure on the part of the judge.

Finally, it should be noted that the defendant in Richardson v Flanders had made sig-
nificant additions and enhancements to his program, which was substantially larger
than the claimant’s program and had more features. Nevertheless, when comparing
programs for copyright infringement it was confirmed that more attention should be
paid to the parts claimed to be the same or similar than the other parts of the program.
As a result of the Richardson and IBCOS cases, it would appear that copyright protec-
tion for computer programs is at least adequate and there is a reasonable balance
between strength of protection and the development of competing programs by others,
as is investigated below.

Copying in practice

Has copyright law been developed by the courts to prevent the marketing of look-alike
computer programs? Obviously, if a company makes a new type of computer program
which proves to be very successful, other companies will want to bring out their own
versions in order to gain a share in the market created or stimulated by the first pro-
gram. Essentially, copyright law does not prevent this as long as the first program is not
copied or adapted. Although copying extends to the structure and other non-literal
elements of a program this should not prevent competitors bringing out programs to
perform similar functions, providing those functions are not novel or, being inventive,
are subject to patent rights or are secret and protected by the law of confidence. A line
must be drawn somewhere and the following hypothetical examples, involving two
software companies Acme and Zenith, indicate where it might be drawn.

Acme developed a program to record and monitor drug dosages to hospital patients
and Zenith, shortly afterwards, brought out a similar program.

1 Zenith did not know of the existence of Acme’s program. (No infringement of copy-
right.)

2 Zenith knew of the existence of Acme’s program but had not seen it in use. (No
infringement of copyright; the function of the program is idea, not expression.)

3 Zenith had seen Acme’s program in use and decided to write a program to fulfil the
same purpose, that is, to monitor drug dosages. Zenith did not refer to Acme’s pro-
gram further than this and Zenith developed its own methods of performing the pur-
pose. The structures of the two programs are different in many respects and where
they are similar this is the result of coincidence only or because they are constrained
by the function. (No infringement of copyright.)
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4 Zenith buys a copy of Acme’s program. Zenith cannot see the source code because
the copy is compiled (in object code), but by using the program extensively, Zenith
gets a good insight into the workings and structure of Acme’s program and, based
on this insight, Zenith writes its program (obviously without using a source code list-
ing of Acme’s program). Zenith’s knowledge of Acme’s program is no more than a
competent user would achieve. (Possible infringement of copyright because the struc-
ture of Zenith’s program is determined by Zenith’s familiarity with the structure of
Acme’s program which Zenith copies indirectly. Copying menu systems, screen dis-
plays and other non-literal elements may also infringe Acme’s copyright.)

5 Zenith decompiles Acme’s program and rewrites parts of it to make its program, per-
haps using a different computer language. (Definite infringement of copyright; the
act of decompilation itself will constitute an infringement of copyright. The ‘decom-
pilation’ exception to infringement is unlikely to apply here — see later.)

6 Zenith employs an ex-programmer of Acme who is familiar with the program; this
person writes a program for Zenith using copies of listings and flow charts that he
retained. Qualitatively substantial parts of the program code are incorporated in the
new program. (Definite infringement of copyright and possible breach of confi-
dence.)

7 As point 6 above but the ex-programmer of Acme has not retained any materials
from his previous employment; he simply uses what he can remember. (Possible
infringement of copyright.)

The last example lies in a difficult area and is tied up with questions relating to the
law of confidence and restraint of trade. Ex-employees frequently cause problems
because of the difficulty in reconciling their continuing duty to their ex-employer with
the need to be able to obtain other employment. If the ex-employee is not allowed to
make use of anything at all from his past experience, he may well be virtually unem-
ployable because what he has done previously is an integral part of his skill and expert-
ise. This question will be considered further in Chapter 9 on the law of confidence. At
this stage it needs to be noted that an ex-employee will be able to make use of his skills
and what he remembers as long as these are not genuine trade secrets. In terms of
writing computer software, a program to automate an existing manual process prob-
ably will not be considered a trade secret.

If company B writes a program independently and, by chance, it turns out to be very
similar to a program written by company A, there is no infringement of copyright
because there has been neither copying nor the making of an adaptation of A’s program
and both A and B will have a copyright in their respective programs. A substantial sim-
ilarity between programs, however, can suggest that one has been copied from the other
and this can shift the burden of proof to the defendant, especially if there is something
else to support the view that copying may have taken place, such as access to the orig-
inal by the defendant (see LB Plastics Ltd v Swish Products Lid [1979] RPC 551). This
means that instead of requiring the claimant to show that copying has taken place, the
defendant will have to show that he did not, in fact, copy the claimant’s work and such
a shift in the burden of proof can be exceedingly onerous to the defendant.

One approach to the question of copying was suggested by the Court of Appeal in
Francis, Day & Hunter Ltd v Bron [1963] Ch 587, a case concerning an alleged
infringement of an old song entitled ‘In a Little Spanish Town’. For copying to be
proved, the test is as follows:
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e there must be sufficient objective similarity between the two works (an objective
issue — would the ‘reasonable man’ consider the two works sufficiently similar?), and

e there must also be some causal connection between the two works (a subjective ques-
tion but not to be presumed as a matter of law merely upon proof of access).

It is possible to infringe copyright by subconsciously copying a work, although this
is probably more relevant to the music industry than the computer industry. Thus the
late George Harrison’s song ‘My Sweet Lord’ was alleged to have infringed an earlier
song ‘He’s So Fine’, but it is thought that the evidence required to support this prop-
osition would have to be quite strong. Taken to its logical conclusion this might encour-
age software developers to adopt a ‘clean-room’ approach, denying access to existing
software by the programmers and analysts in an effort to try to prevent accusations of
copying. In most cases, this would not be realistic given the likelihood that any skilled
programmer would already have a wide knowledge of other software products. Even if
it is feasible, there is no guarantee that this would provide a defence to an infringement
action. In the New Zealand case of Plix Products Ltd v Frank M Whinstone
(Merchants) [1986] FSR 63, the defendant asked his designer to design a kiwifruit pack
without talking to others in this field and without looking at existing packs. Although
there was no direct copying it was held that the copyright in the claimant’s packs had
been infringed through the medium of the New Zealand Kiwifruit Authority’s specifi-
cation for packs, and the court also seemed to accept the possibility that copyright can
be infringed through a verbal description. New Zealand copyright law is very similar
to United Kingdom law; but, in the United States, it would be likely that the design fea-
tures indicated in the specification would be considered to be an unprotectable idea.

The implications of indirect copying (expressly covered by the Copyright, Designs
and Patents Act 1988, section 16) are serious for the software industry and care must
be taken to avoid such a claim. There is even a case for deliberately making elements
in a computer program (including non-literal elements) different from the equivalent
part of competing programs if this does not compromise the functionality, usability and
attractiveness of the program.

If copyright protection of computer programs is developed by the courts to become
too strong, the Act contains safeguards. By section 144(1), following a conclusion of
the Competition Commission (previously the Monopolies and Mergers Commission)
that there are conditions in licences granted by the owner of copyright in a work
restricting the use of the work by the licensee or the right of the copyright owner to
grant other licences or where the copyright owner refuses to grant licences on reason-
able terms, the Secretary of State or Competition Commission may order that licences
are available as of right. Therefore, if a company has a virtual monopoly in a particu-
lar type of computer system and charges an exorbitant price for it, the Competition
Commission may order that licences are available as of right and anyone will be able
to apply for a licence to use the software. The licence fee and other terms of the licence
will be decided by the Copyright Tribunal, a body set up to administer licensing
schemes. Under section 66, the Secretary of State may order that lending of copies to
the public shall be treated as licensed subject to payment of a reasonable royalty or
other payments as may be agreed or, failing agreement, as determined by the Copyright
Tribunal. Section 66 was amended by the Copyright and Related Rights Regulations
1996. Previously, it was framed in terms of rental rather than lending.
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Issuing copies to the public

Under section 18, issuing copies of a work to the public is a restricted act and will
infringe copyright if done without the permission of the owner of the copyright.
However, the right to control the issue of copies to the public only applies to the first
issue of individual copies. Thus, once a particular copy of a computer program has been
issued to the public by or with the consent of the copyright owner, he can no longer
use that right to control subsequent dealings with that particular copy, apart from
rental. The right still applies in relation to un-issued copies. This principle accords with
the doctrine of exhaustion of rights in European Community law. Exhaustion would
apply where, for example, a software company has sold copies of its programs to one
dealer in Germany and, at a lower price, to another dealer in France. A third party
might be able to buy copies in France and import them into Germany in order to resell
them, undercutting the German dealer. The software company would not be able to use
its public issue right to prevent this.

Rental or lending copies to the public

By virtue of section 18A (which was inserted by the Copyright and Related Rights
Regulations 1996) the rental or lending of copies of a work to the public is an act
restricted by the copyright. This provision applies to literary, dramatic and musical
works, to artistic works (except works of architecture and works of applied art) and
films and sound recordings.

Making an adaptation

Making an adaptation of a literary, dramatic or musical work is a restricted act. In
terms of a musical work, a new arrangement of a song is an adaptation of the original.
Changing a cartoon strip into a story told by words only is also an adaptation, as is a
translation of a literary or dramatic work. Additionally, for a computer program,
making an arrangement or altered version comes within this restricted act.
‘Translation’ has a special meaning for computer programs, by section 21(4), and
includes:

... a version of the program in which it is converted into or out of a computer lan-
guage or code or into a different computer language or code.

If a high-level, source code computer program is compiled (converted) into an object
code program, this will be an adaptation of the source code program and, therefore, a
restricted act. This provision is aimed at controlling the compilation, decompilation,
assembly and disassembly of computer programs — that is, the conversion of source
code programs into object code and vice versa as shown in Fig. 4.2. This would seem
to be a reasonable activity to be controlled by copyright, especially as reverse-engineer-
ing an object code program will make the techniques, ideas and principles underlying
a computer program more accessible. As we shall see later, however, under certain cir-
cumstances this is expressly permitted under copyright law.

Source code programs are protected by copyright provided they are ‘original’ — that
is, they are the result of skill, labour or judgment. The position is less clear as far as
object code programs are concerned because they may not be original in the sense
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Fig. 4.2 Making an adaptation of a computer program

described above. In most cases, an object code program will have been created by sub-
mitting the source code program to a compiler program or assembler program. This
process may require little effort or skill on the part of the person creating the object
code unless there are several errors detected which need correction before a suitable
executable version of the object code is obtained. Even if an object code program is not
an original literary work, it will be protected by copyright as an adaptation of such a
work and the restricted acts extend to an adaptation as they do to the original work.
Thus, it is an infringement of copyright to copy an adaptation of a program or even to
make an adaptation of an adaptation.

It could be argued that the meaning of translation is too wide as it seems to catch a
version of a source code program written in a different high-level language from that
used for the original program, that is, a manual conversion. If a computer program is
written using BASIC and someone then rewrites the program in COBOL, the latter will
be an adaptation of the BASIC program because it has been converted into a different
computer language. To produce a program in a different high-level language, however,
is not merely a question of translating the program instructions from one language to
another as with spoken languages. The programmer would have to reduce the original
program to its underlying concepts and ideas and from those concepts and ideas (not
from the computer program itself) develop a new version of the program in another
high-level language, as shown in Fig. 4.3.

The differences between the two programs could be as those between Romeo and
Juliet and West Side Story and, as a basic principle, copyright should not protect ideas
as such, only the expression or recording of those ideas. However, it seems that the new

qinal
origina Fundamental New program
program ) . r
written in > ideasand > written in
BASIC concepts COBOL

Fig. 4.3 Conversion of a computer program
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version of a program in a different high-level language will be an adaptation, regard-
less of the quite considerable amount of skill and effort required to ‘translate’ the pro-
gram in such a way.

Restricted acts apply to a work as a whole or to any substantial part of it (section
16(3)). What is substantial is a matter of fact and the courts will look to quality as well
as quantity (see Hawkes & Sons (London) Lid v Paramount Film Service Ltd [1934]
Ch 593). Therefore, a computer program which includes parts (such as sub-routines)
copied from another program will infringe the copyright in that other program if the
copied parts represent a substantial part of the original program and they may be sub-
stantial if they go to the root of the other program or capture its essence, even though
they are small in terms of quantity.

Theoretically, it might seem possible to increase copyright protection by modularis-
ing a single program into a number of separate sub-programs which, if each individu-
ally is the result of skill, labour and effort, will all be independently protected in
addition to any copyright in the suite of programs as a compilation. Substantiality, in
terms of infringement, will be measured by comparison with a sub-program rather than
the unified whole. However, there are limits to this and the part copied must represent
a substantial part of the author’s skill or judgment used in creating that part.
Furthermore, the judgment in Cantor Fitzgerald International v Tradition (UK) Ltd
[2000] RPC 95, discussed earlier in this chapter, suggests that it is unlikely that
decisions made in respect of how to modularise a program or suite of programs
will, per se, be the result of sufficient skill or judgment for the purposes of copyright
subsistence.

Exceptions to copyright infringement

When it was decided to classify computer programs as literary works for copyright pur-
poses, the usual exceptions to copyright infringement applied. The Act contains a great
many exceptions, called the ‘permitted acts’: for example, fair dealing for research or
private study or for criticism, review or news reporting. In order to provide for uniform
protection of computer programs throughout the European Community, Council
Directive 91/250/EEC on the legal protection of computer programs was published in
1991 (OJ L 122, 17.05.1991, p.42). United Kingdom law was already well developed
and complied with most of the Directive’s provisions. However, because some aspects
of United Kingdom law were somewhat vague and ill defined (for example, the mean-
ing of fair dealing) it was decided to tighten up some of the exceptions to copyright
infringement, the necessary changes to the 1988 Act being made by the Copyright
(Computer Programs) Regulations 1992. In terms of the permitted acts, three particu-
lar issues were addressed:

e ‘decompiling’ an existing computer program for interoperability;
e making necessary back-up copies;
e copying and adapting including error correction.

These three important exceptions to copyright infringement are described and exam-
ined below. It should be pointed out that the previous law probably covered the above
acts in most circumstances. For example, fair dealing for research purposes might have
allowed decompilation to achieve interoperability, though fair dealing for research pur-
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poses will very soon be limited to non-commercial purposes as a result of implement-
ing the European Directive on the harmonisation of certain aspects of copyright and
related rights in the information society (see Chapter 8). Implied licences might have
been appropriate in some cases involving error correction and back-up copies. One fur-
ther point is that, in addition to statutory defences to copyright infringement, there is
a defence of public interest — for example, if it is in the public interest that a program
listing is published. This might apply to code used by ‘hackers’ to penetrate computer
systems or computer viruses because publication would assist managers of computer
installations in their attempts to combat computer hacking and the spread of viruses.

Decompilation of computer programs

‘Decompilation’ is used in a wide sense and defined in section 50B as converting a copy
of a computer program expressed in a low-level language into a version expressed in a
higher-level language and extends to copying incidental to such conversion. The restric-
ted act of making an adaptation includes decompilation and infringes copyright unless
allowed by the decompilation permitted act. The normal fair-dealing provisions, as
amended, apply otherwise. By section 50B(1), a lawful user (being a person having a
right under a licence or otherwise to use the program: section S0A(2)) may decompile
the program if necessary to obtain the information necessary to achieve the interoper-
ability of any independently created program with the decompiled program or another
program. In other words, it is permissible for a lawful user to decompile or disassem-
ble a computer program to determine its interfaces if this is a necessary step in creating
a new program which will interoperate (interact) with that or some other program.
Typically, a software developer might want to write a word processing program
which will be compatible with another company’s spreadsheet program so that data
and files can be passed between the two programs (see Fig. 4.4). This form of compat-
ibility is certainly desirable and should not cause any great concerns, unless the spread-
sheet company was hoping to make its own compatible word processor in the future.
Once the compatible interoperable program has been created there seems no reason

decompile

Spreadsheet

competing

Word processing
program

Spreadsheet
B

Fig. 4.4 Decompilation of a computer program
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why the interface details cannot be used subsequently to create competing, replacement
programs as long as there is not a substantial copy made of the code in the original pro-
gram, as indicated in the figure.

The Copyright, Designs and Patents Act 1988, as amended, attempts to deal with this
situation by making the use or supply of the information for any other objective, or in
the development, production or marketing of any computer program substantially simi-
lar in its expression to the original program, an infringement of copyright (section
50B(2)). However, reuse of interface details will not necessarily result in a substantially
similar expression and, in the example in Fig. 4.4, the expression (program listings and
structure) may be quite different. Interface details may be qualitatively insubstantial;
after all the program is a spreadsheet program, not an interface program, and may be
written in different code to achieve the same purpose. In practice, these provisions will
be very difficult to apply but the preamble to the Directive may give some assistance as
it talks about the European Community being fully committed to the promotion of
international standardisation. The only other proviso is that the creation of the second
spreadsheet program should not have been in the contemplation of the licensed user
when decompiling the original program, otherwise the permitted objective of decompi-
lation might be compromised. The permitted act of decompilation does not apply if the
information required has been previously readily available (section 50B(3)): for
example, the interface details have been published or made available at reasonable cost.
A further point is that there is no need to rely on the right unless the decompilation is
carried out to a substantial part of the original program (there is no infringement to
excuse otherwise). The decompilation permitted act cannot be prohibited or restricted
by a term in a licence agreement, any such term being void and unenforceable at law
(section 296A).

Back-up copies of computer programs

It is essential that back-up copies of computer programs be made. A back-up copy will
be needed if the original copy of the computer program becomes damaged or corrupted
in any way. The original may be physically damaged, for example, if the surface of the
magnetic disk or compact disc on which the program was delivered has been scratched
or damaged in other ways. The original program, if stored on re-writeable media, may
become contaminated with a computer virus. If a computer program has been obtained
for use in a commercial environment, whether it is a word processing package, accounts
system or spreadsheet, the chances are that the software will fail at the worst possible
moment. If a back-up copy is available, a potential disaster can be averted and the
urgent document, spreadsheet or whatever can still be completed on time.

The Act, as amended, makes specific provision for the making of back-up copies of
computer programs. Before the amendments made by the Copyright (Computer
Programs) Regulations 1992, there was no such provision although the courts may
have been prepared to imply an appropriate term into a software licence where the
making of a back-up copy was reasonably necessary to the use of the program in ques-
tion. Of course, many software companies make express provision for the user to make
a back-up copy. It is common for the installation instructions to ask the licensed user
to make a copy of the program first and use this as the working copy, placing the orig-
inal disks in a safe place in case the working disks become damaged or corrupted in
some way. Alternatively, the software is delivered on a compact disc and copied to the
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computer’s hard disk, the compact disc being available for re-loading in the future if
the hard disk copy becomes corrupted in some way.

Section S0A states that copyright is not infringed by a lawful user making an
additional copy of a computer program for back-up purposes if doing so is necessary
to the lawful use. This right cannot be taken away by any terms in a licence agreement
but there may be some difficulty with deciding when making a back-up copy is truly
necessary. It might not be so if a licence agreement includes terms to the effect that the
licensor will himself make a further copy available to the licensee in the event of fail-
ure of the original copy.

The Act recognises the possibility that back-up copies may have been made. Section
56 deals with transfers of works in electronic form and the position with respect to
copies which are not transferred along with the original software. This is best described
by way of an example. A business, Acme Ltd, obtains a word processing package
(WORDY); the licence agreement allows the making of one back-up copy. Acme uses
WORDY and makes two copies of it, one as a back up and one for use on another com-
puter. Two years later, Acme decides to obtain some new computers and a more power-
ful word processing program. It looks at the WORDY licence and sees that the licence
does not prevent the transfer of the package to someone else. Acme assigns its licence
to use WORDY to the Zenith Co and transfers the original copy of the program plus
the single back-up copy. By section 56, Acme was permitted to transfer the software
because there were no express terms in the licence agreement prohibiting this, but it
should have transferred all copies of WORDY. By section 56(2), the copy it has
retained is treated as an infringing copy and leaves Acme liable to the owner of the
copyright in the word processing programs. Additionally, because Acme made two
copies instead of the one permitted under the licence agreement, it was in breach of that
agreement and, depending on the terms in the licence dealing with breach, it might find
that the licence was brought to an end and that the purported transfer to Zenith was
void.

Miscellaneous exceptions and error correction

By section 50C, a lawful user is permitted to copy or adapt a computer program pro-
viding that it is necessary for his lawful use and not prohibited by the agreement regu-
lating the use (for example, a licence agreement). Section 50C(2) provides a specific
example of when this may be necessary, that is, where it is for the purpose of error cor-
rection. A licence agreement may specifically prohibit error correction so that all this
provision does is to raise a presumption in favour of the lawful user. For example, if
disassembling a computer program in order to correct errors is necessary to the lawful
use and there are no express terms prohibiting this, then it can be done without infring-
ing copyright. Again, the meaning of ‘necessary’ may be at issue but the important
factor is that the presumption can be and, in many cases in practice, will be cancelled
out by express terms. A number of software companies are reluctant to allow licensees
or third parties to modify programs. Any such modifications could be carried out badly,
resulting in unfavourable publicity for the software company through no fault of its
ownl.

Even though a licence agreement may prohibit error correction by the licensee or a
third party, it is possible that other areas of law may apply to defeat the prohibition.
The common law principle of non-derogation from grant was used in British Leyland
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Motor Corp Ltd v Armstrong Patents Co Ltd [1986] AC 577 to stop British Leyland
enforcing its copyright in drawings of exhaust systems for cars to prevent a free market
in spare parts. The same argument holds true for computer programs. A licensee should
have access to a free market in maintaining the programs and there are signs that judges
are likely to accept this possibility in at least some situations.

European Community competition law may also impinge on terms prohibiting error
correction by anyone other than the licensee on the basis that this is restrictive of trade
between member states under Article 81(1) of the Treaty of Rome. Alternatively, where
the licensor is a major software company, a restriction on third party maintenance
could be seen as an abuse of a dominant position under Article 82. United Kingdom
competition law also has equivalent provisions under the Competition Act 1998. The
major difference is that the European Community provisions apply where the activity
concerned may affect trade between member states or competition within the
Community whereas, the Competition Act controls relevant activities where the effects
are within the United Kingdom. Competition law provisions are described in more
detail in Chapter 14.

Section 296A(1) of the Copyright, Designs and Patents Act 1988 makes any term or
condition in an agreement void in so far as it purports to prohibit or restrict the use of
any device or means to observe, study or test the functioning of a computer program
in order to understand the ideas and principles underlying any element of the program.
This reinforces the idea/expression dichotomy but is unlikely to be welcomed by soft-
ware producers. It would, for example, excuse the form of reverse engineering used in
the Dyason v Autodesk case (measuring the electrical signals passing between the
dongle and the computer program).

The exceptions apply to new programs and programs in existence at 1 January 1993
(the commencement date for the new Regulations). Agreements and terms or conditions
in agreements entered into before 1 January 1993 were unaffected, however. For
example, a term prohibiting making a back-up copy in a pre-1993 agreement will not
be made invalid by reason of the changes brought about by the Regulations even if the
making of a back-up copy is deemed to be necessary to the lawful use of the program.

Employees and freelance programmers

The author of a work is the first owner of the copyright in the work. An exception
which applies to literary, dramatic, musical or artistic works is where the work is made
by an ‘employee in the course of his employment’, in which case the employer becomes
the first owner of the copyright in the work, subject to a contrary intention (section
11(2)). This raises the following questions.

e Who is an employee?
® What is the position regarding freelance computer programmers and consultants?
e What is the meaning of ‘in the course of employment’?

The Copyright, Designs and Patents Act 1988 does not specifically define these terms
but states that ‘employed’, ‘employee’, ‘employer’ and ‘employment’ refer to employ-
ment under a contract of service or apprenticeship (section 178). The question of own-
ership of computer programs written by freelance staff will be considered first.
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Freelance staff

It is not always easy to identify when a person is an employee and when he is not; vari-
ous tests have evolved and some concern questions of ‘control’. These tests include
whether the ‘employer’ can tell the person what to do, when to do it and how to do it.
Does the ‘employer’ provide the person with time off for holidays, sick pay or a pen-
sion? Does the person have to correct unsatisfactory work in his own time and at his
own expense? How is income tax paid? In many cases the question will be answered
by looking at the terms of the contract between the parties although a description of
the parties as ‘employer’ and ‘employee’ is not conclusive. In many cases, freelance
staff, hired to perform a particular task such as writing or modifying a specific com-
puter program, will be deemed to be self-employed. The consequence of this is that the
copyright in any program so written will, prima facie and in the absence of any agree-
ment otherwise, belong to the freelance programmer.

It is essential, therefore, when employing freelance staff, or anyone else who is not
employed under a permanent contract of employment, to make contractual provision
for determining ownership of copyright. The organisation hiring the programmer or
consultant may want to own the copyright so that it can exploit the resultant program
itself, or it may simply want to prevent its competitors from obtaining a copy of it. In
either of these situations the contract should specifically state that the ownership of the
copyright belongs to the organisation and not to the programmer and, furthermore,
there should be a written assignment of copyright, signed by the freelance programmer.
Of course, the fee charged will probably be greater as a result because the freelance pro-
grammer might have envisaged making use of the program elsewhere; he may know of
other businesses which would be interested in what he produces. On the other hand, if
the commissioning organisation does not itself contemplate commercially exploiting
the software or preventing others from using it, then it is important that a term is
included in the contract granting a licence for the continued use of the program.

If the contract is silent on such matters, the freelance programmer may later decide
to test his ownership of the program by offering it to others or, worse still, claim that,
as owner, he will permit the continued use of the program only on payment of a licence
fee. These difficulties may arise especially when the program in question turns out to
be more useful and successful than the parties originally envisaged. There is a danger
that a freelance programmer will try to hold his client to ransom if he later realises that
the value of the software he has produced is out of all proportion to the payment he
received for writing it.

Unfortunately, not all ‘freelance staff’ are self-employed and some are employed by
an agency. In this case the same precautions apply and it is even more important to deal
with ownership of copyright, otherwise the agency (as employer) could turn out to be
the first owner of the copyright.

It became common for computer software professionals to set up small limited
companies or partnerships, perhaps with a spouse as co-director or partner. This was
advantageous for the purposes of calculating tax liability. However, where the circum-
stances are such that the individual would otherwise be deemed to be an employee of
the client, for example, where he or she works for a single client for a prolonged period
of time, such persons are now deemed as employees for tax purposes. In such cases, the
distinction between self-employed consultants and employees has become blurred by
the changes to tax law made by the notorious IR 35 ‘anti-tax avoidance’ provisions in
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the Finance Act 2000. The basic difference between a self-employed consultant and an
employee is that the former works under a contract for services whereas employees
work under a contract of service.

In Synaptek Lid v Young (Inspector of Taxes), The Times, 7 April 2003, a consult-
ant software engineer carried out work under the auspices of a company, the only direc-
tors being the engineer and his wife. He carried out work for a government department
for a period of six months. It was held that the tax commissioners were correct in decid-
ing that, had the engineer worked directly for the government department, he would
have been an employee. A number of factors were put forward in favour of a finding
that the contract was a contract for services rather than a contract of service. They were
that the client had only limited control of the time and manner in which the engineer
performed his duties, his company provided training and computer facilities at his own
premises, the contract with the client contained provisions dealing with intellectual
property rights and the engineer was required by the client to provide professional
indemnity insurance. On the other hand, the minimum working hours were broadly
equivalent to a normal working week, the engineer’s only financial risk was that the
client might become insolvent (extremely unlikely in the particular circumstances),
the duration of the contract was six months, the engineer worked with other staff of
the client and his work was sufficiently integrated with the other workers for him to
have a line manager and the fact that he agreed to comply with the client’s instructions.
On balance, the court thought that the commissioners had not been mistaken in law
and confirmed that the IR 35 provisions applied.

The decision in this case, makes it very difficult to predict whether a person, work-
ing on their own behalf or under the auspices of a company or partnership, is an
employee of the client. What, for example, if the software engineer worked for the
client for only three months or worked more irregular hours or where the work was
not integrated with that of employees of the client? This makes it even more important
to expressly provide for ownership of copyright and any other intellectual property
rights subsisting in the programs and other items of software created by the person
engaged by the client.

The employee and the course of employment

As regards persons who can safely be classified as employees, their employers cannot
safely assume that they will own the copyright in everything produced by those
employees. For example, if an employee writes a computer program to help with his
work, for example, as an accountant, but he is not employed as a computer program-
mer, his job is not to write computer programs and an employer cannot necessarily
assume that he owns the copyright in that particular program. A lecturer normally
owns the copyright in any book or article he writes because he is primarily employed
as a teacher and not as a writer of books and articles, even though his employer may
encourage this. A person employed as an accountant who writes a computer program
to help with the production of financial accounts will own the copyright in that pro-
gram if he wrote it in his own time, using his own equipment. Initially, this may create
no problems because the accountant may have been motivated by interest and a desire
to improve his own efficiency at work but problems could arise later if the accountant
moves to another firm or discovers that his program is commercially viable. If an
employer is faced with the situation where an employee has, in his own time and using
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his own equipment, developed a useful computer program, then the employer should
immediately try to reach agreement as regards questions of ownership and use of the
program with the employee concerned, rather than allowing the program to be used
without such agreement.

If an employee has produced a computer program outside the normal course of his
duties, but has used his employer’s equipment or done it during the hours of his
employment, the ownership of copyright is more difficult to predict, although it is more
likely that the employee will be treated as owner. Even here, however, it is wiser to seek
agreement at the outset rather than leave matters until there is some disagreement
about the continued use or exploitation of the program. Employers should consider the
introduction of, or extension of, a ‘suggestions’ scheme to include computer programs
or systems written by staff who are not employed to do this, with effective rewards and
suitable provisions as regards ultimate ownership.

Programming languages and instruction sets

A computer program is written using a specific computer programming language.
Languages vary enormously from the basic instruction set of the central processing
unit to ‘fourth-generation’ languages and languages used for programming logic. A
great deal of skill, imagination and effort goes into the design of a new programming
language and the development of new languages will be encouraged if some form of
protection is afforded to them. However, the exercise of rights in languages could
seriously interfere with the licensing and distribution of computer programs and data-
bases. In principle, there is a strong argument for saying that programming languages
are ideas and, as such, cannot be protected by copyright. Therefore a person who
writes an original program in COBOL infringes no copyright in the process of writing
the program. There is an analogy with natural language and it would be ridiculous to
suggest that writing an article or report using ‘Esperanto’ infringed any copyright sub-
sisting in the language. Of course, making an unauthorised copy of an
Esperanto-English dictionary would infringe copyright, if only that subsisting in the
typographical arrangement.

The European Council Directive on the legal protection of computer programs recog-
nises that programming languages, at least to the extent that they comprise ideas and
principles, should not be protected by copyright. Given that this is so one might wonder
wherein lies the incentive to create a new language. The answer lies in the fact that,
usually, the program, once written, can only be run on a computer if it is converted into
object code whether temporarily, using an interpreter program, or permanently, using
a compiler program. The licensing of these interpreter and compiler programs, together
with appropriate documentation describing the syntax, semantics and use of the lan-
guage, is the method by which financial reward is usually sought. These programs are,
of course, protected by copyright. However, the obsession in the United States of with-
holding copyright protection from ideas including features of programs dictated by
function might have the drastic effect, if taken to its logical conclusion, of robbing
interpreter and compiler programs of copyright protection.

Some languages and program development tools (languages in a wide sense includ-
ing expert system shells) require ‘run-time’ licences to be acquired before application
programs and systems may be distributed. These generally permit the copying and dis-
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tribution of a cut-down version of the language, tool or shell sufficient to run the appli-
cation.

A computer’s instruction set represents a language at its most basic level and, at this
level, it is nearest to idea and, when used to write small programs, it has been argued
that there is a merger of idea and expression — in which case protection will be denied.
This happened in the United States case of NEC Corp v Intel Corp (1989) 10 USPQ 2d
where it was held that Intel’s microcode programs were dictated by the instruction set
of the microprocessors and, as there were no alternative ways of expressing the ideas
incorporated, reverse analysis of the microcode programs did not infringe copyright.
However, it was also accepted that such programs could be protected if not dictated by
idea.

In the United Kingdom, the question of copyright protection for an instruction set
was considered in Microsense Systems Ltd v Control Systems Technology Ltd (unre-
ported) 17 June 1991, Chancery Division. The claimant made traffic control systems
and controllers for pelican crossings, which were programmed using a set of mnemon-
ics (a set of three-letter symbols) which were in turn used to monitor the controllers.
The defendant made similar controllers and used a total of 49 of the claimant’s
mnemonics arguing that there was no copyright in them because, once the functions
had been decided, there was no room for skill and labour in devising the mnemonics.
This was an interim hearing so no final decision was taken but the judge thought that
there was an arguable case that the list of mnemonics was protected by copyright
because of the work in designing the controller in the first place. This seems to contra-
dict the NEC v Intel case although, being an American case, it is not binding on the
United Kingdom courts. However, the defendant’s argument that the list was effectively
idea reflects the desirability of standardisation in traffic controllers as, otherwise, there
could be catastrophic mistakes.

Devices to overcome copy-protection

At the time of writing, the European Directive on the harmonisation of certain aspects
of copyright and related rights in the information society should have been transposed
into United Kingdom law by 22 December 2002 but this has not yet happened. The leg-
islative changes necessary to comply with the Directive are proving to be complex and
difficult. It is likely that this section relating to devices designed or adapted to overcome
copy-protection will remain more or less as they are described below with the excep-
tion that the statutory provisions under section 296 of the Act will be restricted to com-
puter programs only rather than any form of copyright work issued to the public in
electronic form. A whole raft of other provisions will be introduced for other forms of
copyright work where effective technological measures are used to protect the work.
These are described in Chapter 8 on copyright in the information society. Therefore,
when reading the remainder of this section, bear in mind that these particular pro-
visions are likely to be limited to computer programs only in the very near future.
Some computer programs were marketed in a form that makes them difficult to copy.
Almost inevitably, devices and software designed to overcome these attempts at copy-
protection soon appeared on the market, to the intense irritation of the software
industry. A distinction must be made at this stage between things that can be used to
make unauthorised copies of programs, but which also have legitimate uses (for
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example, computers with two disk drives and cassette players with twin tape decks) and
things specifically designed to overcome copy-protection, such as software to be used
to copy other software which has been copy-protected. Where a device or software has
lawful uses, it would obviously be unsatisfactory to ban its sale. The music industry
tried to interfere with the sale of twin-cassette music centres in CBS Songs Lid v
Amstrad Consumer Electronics plc [1988] AC 1013, on the basis that, by the sale and
advertising of these machines, Amstrad was inciting the public to infringe copyright.
The fact that the machines made by Amstrad had other legitimate uses, such as making
copies of the purchasers’ own music or of works not protected by copyright, was
important, even though it was obvious that the largest use would involve copyright
infringement. Nor was Amstrad authorising infringement.

There can be little sympathy, however, for firms who make devices or software delib-
erately designed to permit the copying of works which are copy-protected. The sole
purpose of these devices and software is to enable copy-protection to be overcome. By
section 296 of the Copyright, Designs and Patents Act 1988, devices or means specifi-
cally designed or adapted to circumvent copy-protection of works issued to the public
in electronic form are controlled by treating the making, importation, sale or hire, pos-
session in the course of business, etc. of such devices or means as an infringement of
copyright. Furthermore, publishing information to enable or assist the circumvention
of copy-protection is similarly treated. The use of the phrase ‘devices or means’ should
be wide enough to cover both hardware devices and software methods designed to
overcome copy-protection. Computers with dual disk drives and twin tape cassette
machines are not caught by these provisions because they are not ‘specifically designed
or adapted to circumvent copy-protection’. Similarly, normal copying programs which
come with a computer operating system are within the law because they are designed
to be used legitimately, to take back-up copies of programs and data files. Indeed, such
programs will usually fail to copy computer programs that are copy-protected. A diffi-
culty with this provision is that it is enforceable only by the person issuing copies of the
copy-protected work in question to the public and then only if the person making,
importing, selling or hiring, etc. the device, means or information knows or has reason
to believe that it will be used to make infringing copies.

Implications of software copyright law

The scope of copyright law in relation to computer software in general and computer pro-
gramsin particular has become more certain in the last couple of years or so. Consequently,
a number of practical recommendations can be made to software developers.

e Do not copy screen displays, menus, program structure, database structure, the look
and feel of websites or other non-literal elements of software.

e Even if some element of new software is likely to be ‘dictated by function’, create it
independently and retain all the preparatory materials in respect of it.

® Prepare, date and keep preparatory materials for all items of software.

e Insert deliberate mistakes or redundant code or entries into programs, databases and
other works.

® Be aware that copyright extends to a compilation of individual programs and/or data

files.
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® Make sure employees do not use materials or confidential information belonging to
previous employers.

e Obtain a signed written assignment of copyright in respect of works to be created by
self-employed programmers or consultants.

e Check licence agreements for void terms in respect of decompilation and making
back-up copies of computer programs and void terms in respect of databases.

® Make sensible arrangements for error correction of computer programs.

In general terms, copyright law does not protect the function of a program. It will be
perfectly legal to write a program that performs the same function as an existing pro-
gram provided the function itself is not protected by the law of confidence and the first
program is not used in a manner which falls within the acts restricted by the copyright:
for example, to be copied and then modified to create the new program or used to test
the new program. However, where the same person is involved in writing the first and
second programs a great deal of care must be taken to be able to rebut any presump-
tion of copying that is likely to be raised in any action for infringement of copyright.
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Copyright and databases

Introduction

Until changes to copyright law which took effect on 1 January 1998, it was generally
accepted that computer databases were protected by copyright as literary works as
they could be considered to be compilations. This was, of course, without prejudice
to any individual copyrights subsisting in the individual items or works contained
within the database. For example, consider a database of modern romantic poems.
Each poem would be protected by copyright as an original literary work and, provid-
ing sufficient skill, labour or judgment was expended in selecting and arranging,
indexing or annotating the poems, there would be a separate copyright in the data-
base as a whole. There could be other copyrights also, such as in respect of any index,
cross-referencing system or annotations. Some of these elements could be protected as
non-literal elements such as, for example, any hypertext links or the indexing system
itself.

There was some doubt about whether a database of artistic works could be a com-
pilation as literary works are defined in section 3(1) of the Copyright, Designs and
Patents Act 1988 in terms of works which are written, spoken or sung. It is arguable
that this does not apply to most forms of artistic works. An exception is a circuit dia-
gram which, according to Mr Justice Jacob in Anacon Corp Lid v Environmental
Research Technology Lid [1994] FSR 659, was also a literary work because it was
intended to be read by the person making a circuit board in accordance with the dia-
gram. Mr Justice Laddie agreed with this in Electronic Techniques (Anglia) Lid v
Critchley Components Ltd [1997] FSR 401. However, he said that, when considering
a circuit diagram as a literary work, the graphic elements must be ignored and, that
being so, the work could not be a literary work as it was little more than a list of five
or six components. In other words, the circuit diagram was not sufficiently substantial
for copyright as a literary work.

The legal protection of databases was significantly changed by the Copyright and
Rights in Databases Regulations 1997 which came into force on 1 January 1998. The
Regulations were made in order to comply with a European Directive on the legal pro-
tection of databases (96/9/EC, OJ L 77, 27.03.96, p.20). A particular concern, follow-
ing developments in the United States in the Feist v Rural Telephone case (discussed
below), was that some databases that might be commercially valuable would fail to
attract copyright protection in some member states of the European Community. Thus,
a dual approach to protection was taken in the Directive. First, providing a database
can be regarded as an intellectual creation, it will have copyright protection. If the data-
base can be regarded as the result of a substantial investment, it will attract a right,
referred to in the Regulations as a ‘database right’ which was introduced into the
United Kingdom by the Regulations. Of course, in many cases, databases will enjoy
both a copyright and a database right (as well as separate rights in the constituent parts
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in some cases) but the database right was designed specifically for valuable databases
which failed to reach the requirements for copyright protection.

In this chapter, the new provisions for databases are described. However, first it will
be useful to look at the basic position before the changes brought about by the
Regulations and the position in the United States.

Copyright in a database before 1 January 1998

Databases were not expressly mentioned in the Copyright, Designs and Patents Act
1988 but were potentially protected by copyright as compilations, provided they were
original. Copyright might have subsisted at two levels if the database was a collection
of individual works, as mentioned earlier. Each work may be subject to copyright but,
on a higher level, there may be a separate copyright in the database as a whole if the
selection and arrangement of materials contained within it is the result of a modicum
of skill or judgment. This is similar to the copyrights found in the IBCOS case discussed
in Chapter 4. It appeared that most databases would have had copyright protection
providing they were the result of a minimum amount of skill, labour or judgment.
Traditionally, the threshold for copyright protection in the United Kingdom was rela-
tively low in comparison, for example, to German copyright law which requires a work
to be a personal intellectual creation (German Copyright Act 19635, section 2(2), as
amended). This appeared to be a higher standard than that required in the United
Kingdom where copyright law developed in a very pragmatic manner.

Consider a database comprising details of a company’s customers. Say that the infor-
mation stored includes names and addresses of existing and potential customers
together with details of the customers’ operations and views on the customers’ credit-
worthiness, payment facilities, discounts, etc. This database would have been protected
by copyright in the United Kingdom because it required skill and judgment in the design
of the structure of the database (that is, the design of the number and type of fields and
their length) and in the selection of the information to be entered. Thus the structure of
the database and the information contained within it would have been forms of
expression for copyright purposes.

This should be contrasted with a database containing simply the names and
addresses of all a company’s customers because there is no selectivity or judgment (or
very little) in the decision as to what should be included and relatively little skill in
designing the structure of the database. This would be similar in principle to G A
Cramp & Sons Ltd v Frank Smythson Ltd [1944] AC 329, discussed in Chapter 4, in
which copyright was denied to a small collection of tables of information at the front
of a simple diary because the commonplace nature of the information left little room
for judgment in the selection and organisation of the information. If the creation of a
database was the result of a great deal of effort alone, with little judgment in the design
of the database or in the selection of material (for example, a telephone directory stored
in a computer database or a directory of postcodes), it was debatable whether it would
attract copyright protection. However, the United Kingdom law traditionally has been
generous and compilations of non-original matter have been protected providing that
some judgment at least has been expended in their making (see Macmillan & Co Litd v
K & ] Cooper (1923) 40 TLR 186). In reported cases on copyright and databases,
including some on the copyright in a database of lawyers, the question of whether the
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databases were protected by copyright was not put into issue; see, for example,
Waterlow Directories Lid v Reed Information Services Ltd [1992] FSR 409.

The United States and the ‘sweat of the brow’ principle

The ‘sweat of the brow’ principle, affording copyright protection to works which are
the result of labour only, was roundly rejected in the United States Supreme Court in
Feist Publications Inc v Rural Telephone Service Co Inc (1991) 111 S Ct 1282. In that
case, it was held that the ‘white pages’ in a typical telephone directory were not pro-
tected by copyright because of a lack of creativity, as they did not owe their origin to
an act of authorship. The court did recognise, however, that a compilation of facts
could be the subject of copyright because the author has to choose which facts to
include and in what order to place them. The court went on to suggest that the ‘yellow
pages’ section of a telephone directory was protected because of the presence of orig-
inal material such as drawings in advertisements. There is also some skill in devising
the classification system used. Subsequently, however, it was held in the United States
that taking a large amount of data from a classified directory did not infringe copyright
(see Bell South Advertising & Publishing Corp v Donnelley Information Publishing Inc
(unreported) 2 September 1993, 11th Cir). It is fair to say that the position in the
United Kingdom has probably been more generous to database compilers and it has
been accepted that headings in a trade catalogue are protected by copyright. The United
States Constitution gives a clue to the more rigorous approach there as it states the
object of copyright is ‘to promote the progress of science and the useful arts’ (Article 1,
Section 8, cl 8). This would appear to be incompatible with rewarding acts of labour
only.

Protection of databases on or after 1 January 1998

In view of problems such as that highlighted in Feist v Rural Telephone and bearing in
mind even telephone directories and directories of postcodes can be commercially valu-
able — for example, by being sold on compact discs — it was considered important to
improve the protection of databases on a European scale. Another factor was that stan-
dards of protection varied throughout Europe and there was a need for harmonisation
of national laws. The model of protection adopted was to provide for a standard copy-
right treatment for databases requiring skill or judgment in their making but, in
addition, to introduce a new sui generis right specifically aimed at providing shorter-
term protection for databases that might not meet this standard but which were, never-
theless, the result of a substantial investment which would be prejudiced if such
databases had no protection.

The new copyright and the database right apply equally to both electronic and non-
electronic databases, in line with the general approach of the European Commission
not to distinguish between electronic and manual databases. Both of the new rights are
without prejudice to copyright in the contents. Thus, where a database contains indi-
vidual works of copyright, those works will retain their own copyright in addition to
any copyright or database right in the database as a whole. For example, consider a
database of recipes. If a person copies one of the recipes without permission, he will
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infringe the copyright in it. If he copies several recipes without permission, he will
infringe the copyright in each individual recipe as well as infringing the copyright in the
database and/or the database right, depending on whether one or both subsist, subject
to the question of whether the recipes copied represented a substantial part of the data-
base.

It should also be noted that the moral rights have not been affected by the changes
and, consequently, an author of a copyright database may have moral rights in respect
of it although there are no moral rights in respect of a database only protected by the
database right (ignoring any copyrights in the constituent parts) and music collections
on compact discs are expressly excluded from these new provisions. They will continue
to be treated as compilations for copyright purposes.

First, the copyright protection of databases is considered, followed by an examin-
ation of the new database right.

Copyright in databases

Section 3(1) of the Copyright, Designs and Patents Act 1988 is amended and ‘database’
is added to the non-exhaustive list of works that are literary works. Databases are then
excluded from compilations and there are now some differences as to how databases
and compilations are treated by copyright law. Of course, many of the provisions are
the same for both but it should be noted that there is a difference in the fair dealing
provisions and there is a special non-derogation from grant provision, preventing
undue interference with the rights of lawful users of databases.

The precise nature of the original works of copyright is not expressly defined in the
Act but there is now a detailed definition of ‘database’, following that in the Directive.
Section 3A was inserted into the Act which defines ‘database’ as

... a collection of independent works, data or other materials which-
(a) are arranged in a systematic or methodical way, and
(b) are individually accessible by electronic or other means.

The use of the phrase ‘other means’ shows that the provisions apply equally to non-
electronic databases and this is confirmed in the recitals to the Directive. A card index
will be a database for copyright purposes. Although the Act, as modified, is silent on
the point, the Directive makes it clear that the copyright protection for a database does
not extend to any program used in the making or operation of an electronic database.
Of course, computer programs are separately protected as another form of literary
work.

Unlike the other original works, a gloss is added to the test of originality and a
database is original for copyright purposes if and only if, by reason of the selection
or arrangement of its contents, the database constitutes the author’s own intellectual
creation; section 3A(2). This is equivalent to the German approach to copyright and
seems to be a much stricter requirement than that which existed before 1 January
1998. However, this is not to prejudice pre-existing databases and, where a database
was created on or before 27 March 1996 (which was the date on which the Directive
as adopted was published) and was protected by copyright immediately before 1
January 1998, that copyright will continue for its full term (that is, ‘life plus 70
years’), even if it does not qualify for copyright protection under this new test for
originality.
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The usual restricted acts apply to databases as they do for literary works generally
except that the restricted act of making an adaptation is redefined for databases in
terms of an adaptation being an arrangement or altered version or a translation of the
database. Examples of these are:

® a version in which the information contained in the database has been sorted into a
different order (arrangement);

e a version in which some of the information is suppressed or deleted (either records
or fields or both) (arrangement or altered version);

® a version in which the database is converted to be used with a different program to
access the contents or it is converted from 8bit to 7bit code or it is imported into a
word processing or spreadsheet program (altered version or translation).

The Directive left member states with some discretion as to which permitted acts they
applied to copyright databases. The approach in the United Kingdom was to apply the
traditional permitted acts that apply to literary works, with the exception of fair deal-
ing for research and private study where two specific changes were implemented for
databases. A new subsection (1A) was inserted into section 29 which, in respect of fair
dealing for research or private study, requires the source to be indicated. Furthermore,
under section 29(5), it is not fair dealing to do anything in relation to a database for a
commercial purpose. This is in line with the imminent changes to be made to fair deal-
ing generally.

Section 50D was inserted into the Copyright, Designs and Patents Act 1988. This
applies to any person having a right to use a database or part of a database. Such a
person does not infringe copyright if, in the exercise of that right, he does anything
which is necessary for the purposes of his access to and use of the contents of the data-
base (or part of the database). This prevents a person licensing a database to another
including terms in the licence agreement which purport to hinder access to and use of
the database. It is essentially a non-derogation from grant provision. It is clear from this
provision that a database may be made available in such a way that a licensee may be
restricted to part only of the database. The restriction may be in terms of certain
records or certain fields. For example, in a database of potential customers, a licensed
user may be restricted to customers living in the South of England only or it may be
that the user can retrieve names and addresses only and not data relating to individuals’
financial standing. The right under section 50D cannot be prohibited or restricted and
section 296B makes void any term or condition in an agreement in so far as it purports
to prohibit or restrict those acts permitted under section 50D or any act necessary for
the exercise of the rights granted by the agreement.

The database right

The Copyright, Designs and Patents Act 1988 was not amended to include the pro-
visions relating to the database right. Instead it is provided for separately in Part III of
the Copyright and Rights in Databases Regulations 1997.

The database right, described in the Directive as a right sui generis, was designed to
protect the investment in obtaining, verifying or presenting the contents of a database.
It is of limited duration compared to copyright but the right is not restricted to non-
copyright databases and many databases will be subject to both copyright and the data-
base right. As with the copyright provisions, the database right is unaffected if the

58



5 ¢ Copyright and databases

database contains works which are themselves subject to copyright. Take, for example,
a database of original maps or charts which required the exercise of skill and judgment
(assuming that this test is the same as ‘author’s intellectual creation’) and which was
also a substantial investment, for example, in the presentation of its contents. The indi-
vidual maps or charts will be works of copyright; the database as a whole will be a
work of copyright and it will also be subject to the database right.

Definitions

The database right is a right given to the maker of a database to prevent the unauthorised
extraction or reutilisation of the contents of a database. To understand this basic right,
it is important to look at the definitions in the Regulations which are set out below.
However, it must be noted that the meaning of ‘database’ is the same as applies to data-
bases subject to copyright. The definitions are contained in regulation 12, although the
fine detail of some of them occur in other parts of the Regulations as indicated:

e ‘database right’ is defined in regulation 13(1) as a property right which subsists in a
database if there has been a substantial investment in obtaining, verifying or present-
ing the contents of the database;

e ‘investment’ includes any investment, whether of financial, human or technical
resources;

® ‘substantial’, in relation to any investment, extraction or reutilisation, means sub-
stantial in terms of quantity or quality or a combination of both;

e ‘insubstantial’ is relevant to infringement and, under regulation 16(2), the repeated
and systematic extraction or reutilisation of insubstantial parts of the contents of a
database may amount to the extraction or reutilisation of a substantial part of those
contents;

® ‘extraction’, in relation to any contents of a database, means the permanent or tem-
porary transfer of those contents to another medium by any means or in any form;

e ‘reutilisation’, in relation to any contents of a database, means making those con-
tents available to the public by any means;

e ‘maker’ is defined in regulation 14(1) as the person who takes the initiative in obtain-
ing, verifying or presenting the contents of a database and assumes the risk of invest-
ing in that obtaining, verification or presentation, such acts constituting the act of
making the database. The basic rule is that the maker will be the first owner of the
database right. Where a database is made by an employee in the course of his
employment, the employer is regarded as the maker of the database and there is pro-
vision for Her Majesty to be regarded as the maker of a database where it is made
by an officer or servant of the Crown in the course of his duties (Parliamentary data-
base right is also provided for);

e ‘jointly’ in relation to the making of a database is defined in regulation 16(2) in terms
of two or more persons who act in collaboration in taking the initiative and assum-
ing the risk of investing; however, unlike the case in copyright law, there is no
requirement that the contribution of each is not distinct.

e ‘lawful user’, in relation to a database, means any person who (whether under a
licence to do any of the acts restricted by any database right in the database or other-
wise) has a right to use the database.

A few points can be made about these definitions. First, the fact that the right is a
property right (as is copyright, of course) should come as no surprise. The meaning of
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‘substantial’ is slightly different from that generally accepted (though not defined) for
copyright purposes, because quality, quantity or both are factors, whereas for copy-
right purposes attention tends to focus primarily on quality rather than quantity.
However, that is not to say that the proportion of the work taken can never be a factor
in determining infringement. A curious provision is that continuing to take or make
available insubstantial parts may amount to a substantial taking or making available.
This is to prevent any doubt as to whether such action would infringe the database
right, though this provision has proved difficult to apply in practice. There is some
doubt under copyright law as to whether the repeated taking of insubstantial parts can
infringe although it would seem sensible to view such taking as a connected series of
takings and view them cumulatively, in the round.

The meanings of ‘extraction’ and ‘investment’ are quite wide. In particular, the latter
is not restricted to financial investment and covers a situation where a person spends
time and effort in making a database or simply where technical resources are tied up.
This could be the situation where a central computer is dedicated to receiving infor-
mation from remote users who submit information to the computer which is automat-
ically collated and entered into a database. As substantiality is a factor in the
investment, it is possible that the skill of any person involved or the power or technical
advancement of equipment used could be relevant in determining whether the right
subsists. The meaning of ‘reutilisation’ is directed to making the contents available to
the public rather than simply making use of the contents for one’s own purposes,
although this would almost certainly involve an infringing act of extraction first. There
may also be infringements of any copyright in the underlying works included in the
database, where such copyright exists.

Lending a copy of a database (not for direct or indirect commercial advantage) by an
establishment accessible to the public does not constitute extraction or reutilisation of
the contents of a database but this exception does not extend to making available for
on-the-spot reference use which could, therefore, fall within the meaning of extraction
or reutilisation.

The doctrine of exhaustion of rights within the European Economic Area (EEA)
applies to copies sold within the EEA by or with the consent of the owner of the data-
base right to the extent that any subsequent sale of #hose copies does not constitute
extraction or reutilisation of the contents of the database. Therefore, if a person law-
fully buys a copy of a database, that person can resell that copy elsewhere in the EEA
without infringing the database right. The fact that a database has been made available
online for consultation by members of the public does not, however, exhaust the
maker’s right of reutilisation. It is only sale of copies, for example, on compact discs,
that exhausts any right to control resale of those copies.

Qualification

For the database right to subsist, it must satisfy the qualification requirements. These
are set out in regulation 18, and require that, at the ‘material time’, the maker (or at
least one of them where there are joint makers) be:

e a national of an EEA state (or habitually resident in the state),

e a body incorporated in an EEA state, having its central administration or principal
place of business in an EEA state or registered office in the EEA and the body’s oper-
ations linked on an ongoing basis with the economy of an EEA state, or
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® a partnership or other unincorporated body formed under the law of an EEA state,
having at that time its central administration or principal place of business within the
EEA.

The ‘material time’ is the time when the database is made or, if this extended over a
period of time, a substantial part of that period. The qualification requirements do not
apply in the case of Parliamentary database right although there is no express excep-
tion for Crown database right.

Duration

The Directive emphasised that the right is to be limited in time, subject to a new right
arising if a database undergoes substantial change, and the term of protection afforded
by the database right is stated in regulation 17 as 15 years from the end of the calen-
dar year during which the making of the database is completed; although, if it is made
available to the public before the end of that period, the right will continue to endure
for 15 years from the end of the calendar year during which it was first made available.
Of course, many databases are subject to continuing or periodic modification. Thus, a
new period of protection arises if changes to the database are substantial and this
includes any substantial change resulting from an accumulation of successive additions,
deletions or alterations, which would result in the database being considered to be a
substantial new investment. The wording of the regulation does not limit this to
additions, deletions or alterations and substantial investment in verifying the contents
or presenting them in an improved manner should suffice in appropriate circumstances.

Thus, a new database right might arise simply because the maker has redesigned his
software to improve the presentation of the contents of the database, or has put
resources into checking the accuracy of the contents. For example, in the case of a data-
base of customers, the owner has sent out a mailing asking for confirmation of the
details of individuals and made corrections to the database as appropriate.

If the database in question was made on or before 1 January 1983 and the database
right subsisted in the database immediately on 1 January 1998, the database right will
last for 15 years beginning with 1 January 1998.

Infringement

Infringing acts are defined in regulation 16 in terms of the extraction or reutilisation of
all or a substantial part of the contents of the database without the consent of the
owner. Reflecting the special nature of databases and the damage that may be done to
the owner’s interests by a systematic course of unauthorised use of small parts of the
database, the repeated and systematic extraction or reutilisation of insubstantial parts
of the contents of a database may amount to the extraction or reutilisation of a sub-
stantial part of those contents.

The first reported case to involve the database right was Mars UK Lid v
Teknowledge Ltd [2000] FSR 138 in which the claimant designed and made coin oper-
ated machines which contained discriminators designed to detect whether or not a coin
was genuine. The claimant brought out a new discriminator known as ‘Cashflow’
which was programmed for new coin data and contained an EEPROM (electronically
erasable programmable read only memory) which could be reprogrammed in the future
with new data. This was important so as to allow the discriminator to be recalibrated
to accept new types of coin and reject new forms of blanks or foreign coins. The
claimant wanted to keep to itself the work of reprogramming these EEPROM:s and the
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data contained within them was encrypted. The defendant managed to overcome the
encryption and was then able to recalibrate Cashflow machines itself. The claimant
commenced proceedings for infringement of copyright and the database right in the
computer programs and data in the computer chips in the discriminators. Breach of
confidence was also alleged but this claim failed, for which see Chapter 9.

The defendant eventually admitted infringing copyright in the computer programs
and algorithms and copyright and database right in the data, subject to a British
Leyland defence. In British Leyland Motor Corp Ltd v Armstrong Patents Co Lid
[1986] AC 577, the defendant made exhaust systems for the claimant’s motor cars
without permission. It was held that this had been a technical infringement of the copy-
right subsisting in the drawings of the exhaust systems but that copyright would not be
enforced as individuals buying the motor cars had a right to access a free market in
spare parts. This so-called spare parts defence has been largely overtaken by the
Copyright, Designs and Patents Act 1988 which contained express provisions to permit
the making of spare parts subject to design rights and, effectively suppressed copyright
in drawings as a means of protecting industrial designs.

Mr Justice Jacob doubted whether recalibration of discriminators fell within the
British Leyland spare parts defence anyway but considered the situation if it did. He
noted that no provisions equivalent to a spare parts defence were contained in the
European Directives on the legal protection of computer programs and databases nor
was there any overriding public policy in having such a defence in this context.
Although the Directive on the legal protection of databases permitted individual
member states to adopt defences traditionally authorised under national law,
Parliament had chosen not to expressly adopt any such defence and it would be wrong
for judges to introduce such a defence. Although the British Leyland defence has all but
disappeared, and its further development has been effectively censured by the House of
Lords in Canon Kabushiki Kaisha v Green Cartridge Co [1997] AC 728 where it was
held that a refiller of toner cartridges for photocopies and laser printers could not avail
itself of the defence. However, the defence may yet have a residual role to play in very
limited circumstances such as in terms of software maintenance.

In terms of ‘insubstantial infringement’, the Directive stated that the repeated and
systematic extraction or reutilisation must imply acts conflicting with a normal
exploitation of the database or be unreasonably prejudicial to the legitimate interests
of the maker of the database. One way of looking at repeated insubstantial takings is
to view them as a continuing act and as equivalent to a substantial taking by accumu-
lating them. However, it seems clear that what is intended is that an accumulation of
insubstantial takings could infringe even if, when accumulated, they still do not amount
to a substantial part of the database, otherwise there would seem little point in includ-
ing this provision. But there is some doubt about the precise meaning and scope of
infringement by repeated and systematic taking of insubstantial parts of the contents of
a database.

The scope of infringement by insubstantial taking was an important issue in British
Horseracing Board Ltd v William Hill Organisation Ltd [2001] RPC 612. The
claimant (BHB) maintained a database containing details of racehorse owners, racing
colours, trainers and jockeys and pre-race information, such as the runners and riders
for a given race. Nearer the date of the race, this pre-race information was updated and
expanded to include, inter alia, the time of the race, sponsor, weights and stalls the
horses start the race from. The cost of obtaining the data, verification and presentation
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of the data cost around £4m per annum. This was certainly a substantial investment for
the purposes of the database right.

BHB granted licences allowing subscribers to make use of the information contained
in the database. Up-to-the-minute details of races, including times, declared runners
and jockeys, distance of race were made available to subscribers in electronic form and
to a company, Satellite Information Services Ltd (SIS), which transmitted data from the
database to its own subscribers in a form known as a raw data feed (RDF).

The defendant was a well-known bookmaker which established an internet site and
an enhanced version went on-line during 1999. This permitted on-line betting with real
time changes in odds being offered. The defendant’s website contained information
identical to that in the BHB database and BHB claimed that much of the information
on the website was obtained via the SIS RDF and the defendant was not licensed to do
this. BHB alleged that its database right had been infringed by the defendant, first, by
the extraction or reutilisation of a substantial part of the database and, secondly, by the
repeated and systematic extraction of insubstantial parts of the contents of the data-
base.

Laddie ] accepted both allegations and found that the defendant had infringed the
database right in both ways. He held that whilst the quantity and quality of what is
taken must be looked at in combination, the significance of the information taken to
the alleged infringer can throw light upon whether that part was an important or sig-
nificant part. In this case, the defendant made use of the most recent and core infor-
mation in the database and relied on the accuracy and completeness of the information.
This was a reflection of BHB’s investment in obtaining and verifying the contents of the
database. Therefore, the defendant had taken a substantial part of the database.

The defendant had taken information from the database on a day-by-day basis. This
conflicted with the normal exploitation of the database by BHB and was unreasonably
prejudicial to BHB’s legitimate interests, applying the test as set out in the Directive (the
implementing Regulations do not specifically refer to these tests). Therefore, Mr Justice
Laddie confirmed that the defendant infringed by the repeated and systematic extrac-
tion and reutilisation of the database. He considered that the defendant’s acts under-
mined a significant part of BHB’s exploitation of the database. An argument that each
day the database was a different database because of changes made to it so that there
was only a taking of an insubstantial part from a sequence of databases was rejected as
such an interpretation would mean that otherwise this form of infringement would
rarely apply because most databases are subject to constant revision. Approximately
800,000 entries were made annually to BHB’s database. It would be impossible to say
just how many new databases were created each year.

The defendant appealed to the Court of Appeal (British Horseracing Board Ltd v
William Hill Organisation Ltd [2001] EWCA Civ 1268) which noted that a narrower
interpretation of the database right had been taken in Sweden and the Netherlands. The
Court of Appeal referred some questions to the European Court of Justice for a prelim-
inary ruling and, pending that ruling, discharged the injunctions imposed in the High
Court. Unfortunately, the questions submitted to the European Court of Justice have
not yet been published and it may be some time before a preliminary ruling is handed
down. Alternatively, it may be that a settlement has been reached between the parties
making the reference no longer necessary.

Either way and bearing in mind the commercial significance of databases, it is
important that there should be little doubt as to the scope and extent of the database
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right as a form of protection. There is no great difficulty in respect of copyright data-
bases as there is a wealth of copyright law relating to literary works available to apply
to copyright databases. This is not the case with the database right and the only two
significant United Kingdom cases thus far have failed to produce any real guidance. The
Directive itself provides the basic test. Does the defendant’s unauthorised use of the
database in question conflict with the owner’s normal exploitation of it and unreason-
ably prejudice the legitimate interests of the owner? In other words, is it a case where,
based on normal and honest commercial practices, a disinterested but objective
onlooker would think it only fair that the use complained of ought to be paid for by
means of a licence agreement?

Exceptions to infringement

There are a number of exceptions to infringement. Regulation 19 contains a ‘non-dero-
gation from grant’ provision which prevents the owner of the database right interfer-
ing with the subsequent use of insubstantial parts by a lawful user such as a person
having access under a licence agreement. A lawful user of a database, which has been
made available to the public, cannot be prevented from extracting or reutilising insub-
stantial parts of the database for any purpose. Any term in an agreement, under which
the right to use a database or part of a database has been granted, which attempts to
prevent this is void. Regulation 20 contains a fair dealing exception to infringement.
Where the database has been made available to the public in any manner, fair dealing
with a substantial part of the contents does not infringe if:

e the part is extracted by a person who is otherwise a lawful user,

e it is extracted for the purposes of illustration for teaching or research (but not for a
commercial purpose), and

e the source is indicated.

This differs from the fair dealing provisions for conventional literary, dramatic, musi-
cal or artistic works where there is no requirement that the person is otherwise a lawful
user. However, those provisions in section 29 of the Copyright, Designs and Patents
Act 1988 do not specifically state that the part dealt with has to be a substantial part
of the work. In reality, however, section 29 can only apply where the part taken is sub-
stantial otherwise there can be no infringement in the first place and no need to rely on
section 29.

Further exceptions are set out in Schedule 1 to the Regulations and relate to parlia-
mentary and judicial proceedings, Royal Commissions and statutory inquiries, material
open to public inspection or on official register, material communicated to the Crown
in the course of public business, public records and acts done under statutory authority.
These mirror the equivalent permitted acts for copyright. However, apart from these
exceptions and those mentioned above, none of the other permitted acts that apply gen-
erally to literary works under copyright apply to the database right. For example, there
is no provision for fair dealing for criticism or review or for reporting current events.

Where it is reasonable to assume that the database right has expired and the identity
of the maker (or each of the makers in the case of a database made jointly) cannot by
reasonable enquiry be ascertained, the right will not be infringed by the extraction or
reutilisation of a substantial part of the contents: regulation 21. It is important, there-
fore, for the owner of databases to indicate the identity of the maker on copies of the
database and the year during which it was first published. If the database is made avail-
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able on-line, this information should appear on the title screen or other appropriate
place. This is also worth doing so as to raise useful presumptions as discussed below.

It should be noted that it is the identity of the maker which is important, not that of
the owner, where the maker and owner are not the same person. This is similar to copy-
right where it is the identity of the author which is crucial. However, unlike copyright,
the duration of the database right is not dependent on the life of the maker and is fixed
by the act of making or first publication. Of course, it may be dangerous to rely on this
and other permitted acts which relate to the database right, as the database and/or its
contents may be subject to copyright. Such copyright, where it subsists, is independent
of and not prejudiced by the database right. Where copyright subsists in the database
or its contents, a person using a database must ensure that the agreement under which
he is using it extends to the appropriate use of copyright materials. A person relying on
the exceptions to infringement of the database right must also check to make sure that
his intended use is also covered by the exceptions to copyright infringement. For
example, if a person who has the right to use a database wants to extract any part for
the purpose of illustration for teaching, he should confirm that he can rely on the equiv-
alent permitted acts in relation to teaching which apply to copyright works if the part
extracted is protected by copyright unless, of course, his right to use the database covers
this.

Presumptions

There are some presumptions which apply to the database right and which may be
helpful to the owner in an action for infringement. They are not dissimilar to the equiv-
alent presumptions which apply in relation to copyright works. Under regulation 22,
where a name purporting to be that of the maker of the database appears on copies of
the database as published, it is presumed that that person is the maker and the data-
base was not made in circumstances where the employer would be the first owner and
is not Crown or parliamentary database right. Where copies of a database as published
bear a label or mark stating that a named person was the maker and that it was first
published in a specified year, the label or mark shall be admissible as evidence of those
facts and presumed correct until the contrary be proved.

Where a database has been made jointly, these provisions apply in relation to each
person alleged to be one of the makers. Under copyright law, the usefulness of the
equivalent presumptions was seen in the case of Microsoft Corp v Electrowide Litd
[1997] FSR 580 where, in the absence of any evidence submitted by the defendant, the
Microsoft Corporation did not have to prove that it owned the copyrights subsisting in
software such as “Windows 95°.

Other provisions

The provisions which apply to dealing with rights in copyright works, the rights and
remedies of the owner of copyright and of an exclusive licensee under the copyright are
all applied without modification to the database right. Thus, assignment of the data-
base right must be in writing and be signed by or on behalf of the assignor and exclu-
sive licences are required to be in writing and be signed by or on behalf of the owner
of the database right. This is helpful and where the database and/or its contents are also
protected by copyright a simple form of words can be used. For example, an assign-
ment may use the phrase ‘I hereby assign the copyright and database right subsisting in
[the database] and the copyright subsisting in its contents’ or, more simply, ‘I hereby
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assign all the rights subsisting in [the database] and its contents’, assuming that the con-
tents are not subject to other rights owned by third parties.

Remedies are the same as for copyright and include damages, injunctions, accounts
or otherwise as is available for infringement of any other property right, and additional
damages are also possible in the case of flagrant infringement. Exclusive licensees have
rights concurrent to those of the owner and may bring an action themselves. As is
usual, the owner would be expected to be joined in the action, for example, as co-
claimant or defendant.

Schedule 2 to the Regulations contains provisions for licensing the database right and
deals with licensing schemes, licensing bodies and referral of licensing schemes to the
Copyright Tribunal. These provisions are equivalent to those in sections 116-129 and
144 of the Copyright, Designs and Patents Act 1988 which apply to copyright works.
The jurisdiction of the Copyright Tribunal is enlarged accordingly to give it jurisdiction
over the database right.

Database structure

As the non-literal elements of a computer program, including its structure, can be pro-
tected by copyright, it would seem sensible to assume that the structure of a database
can also be protected by copyright. However, in Total Information Processing Systems
Ltd v Daman Ltd [1992] FSR 171, it was held that the field and record specifications
as expressed in the data division of a COBOL program were not protected because, in
this form, the information did not form a substantial part of the computer program as
a whole. This part of the program defines the structure of the database in addition to
setting out the variables and their nature and format. In the second edition of this book
the author submitted that this approach was wrong and that it would be better to con-
sider the database structure as a form of expression in its own right and not as part of
the computer program. This would accord with common sense because, in many cases,
a great deal of work involving skill and judgment is expended in the design of database
structure. Indeed, subsequently in IBCOS Computers Ltd v Barclays Highland
Mercantile Finance Ltd [1994] FSR 275, Mr Justice Jacob made a number of criticisms
of the judgment in the Total Information Processing Systems case and he said that there
may well be a considerable degree of skill in devising the data division of a program
and so it would be considered to be a substantial part of a program as a whole.

In an earlier case, Computer-Aided Systems (UK) Ltd v Bolwell (unreported) 23
August 1989, Chancery Division, the mere fact that a new program had file compat-
ibility with an earlier program written by the same people failed to impress the judge
who considered the claimant’s application for inspection of the defendant’s program
to be nothing more than a ‘fishing expedition’. There was no evidence of copying and
the two programs were written in different languages, the original being written in
COBOL, the latter one being written in a fourth-generation language called
PROGRESS. The structure of the databases in terms of input and output formats
must have been identical or similar but this did not seem to be sufficiently argued;
instead the claimant concentrated on an argument that the structure of the two pro-
grams must have been similar. Alternatively, the fact of file compatibility could have
been the result of a ‘filter’, a program which converted the file structure from one
format to another.
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Although the Copyright and Rights in Databases Regulations 1997 make no mention
of the structure of a database, recital 15 to the European Directive on the legal protec-
tion of databases states that copyright protection should cover the structure of a data-
base. The only major requirement for protection, therefore, apart from the qualification
provisions (for example, that the author was a British citizen at the time of creation or
that the work was first published in the United Kingdom), is that the database is an
‘intellectual creation’. If it is and someone copies the database structure but not its con-
tents without the permission of the owner, this will infringe the copyright if the data-
base structure represents a substantial part of the database in terms of the skill or
judgment expended by its creator. It should not be necessary to demonstrate that the
database structure, as opposed to the database as a whole, is an intellectual creation. It
would seem that if a database is subject to the database right only, its structure is not
protected by that right. In order to further strengthen protection of databases, whether
protected by copyright or the database right or both, the author or maker should retain
copies of preparatory design materials such as diagrams, layouts and specifications. It
is possible that anyone copying the structure of a database will indirectly infringe the
copyright subsisting in such materials.
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Computer-generated works

Introduction

The Copyright, Designs and Patents Act 1988 expressly recognises that works pro-
duced by or with the aid of a computer are worthy of copyright protection. Such works
were protected before the 1988 Act but there were difficulties in determining the ident-
ity of the author of the work for copyright purposes. Grids of random numbers selec-
ted by computer for a newspaper competition called ‘Millionaire of the Month’ were
held to be protected by copyright in Express Newspapers plc v Liverpool Daily Post &
Echo plc [1985] 1 WLR 1089. Arguments that there was no human author and, con-
sequently, the lists of numbers drawn by the computer were not protected by copyright
were rejected by Mr Justice Whitford who said that such a claim was as silly as saying
that a pen could be the author of a literary work. The human expertise in computer-
derived works could be found to reside in the programs which, in this case, produced
the lists of random numbers.

In works produced by or with the aid of a computer, human skill can reside in the
person who enters information into the computer to produce the output or in the pro-
grammer who writes the program used or a combination of them both. Section 178 of
the Act defines a work as ‘computer-generated” when it is generated by a computer in
circumstances such that there is no human author of the work. Section 9(3) states that,
in the case of a literary, dramatic, musical or artistic work which is computer-gener-
ated, the author is the person by whom the arrangements necessary for the creation of
the work are undertaken. This will generally mean that the person who has control of
the computer will be the author of any computer-generated work. These two definitions
are tautologous when taken together: a computer-generated work is one created in cir-
cumstances such that there is no human author but if we attribute authorship to a
human it cannot be computer-generated. The only way round this dilemma is to deter-
mine authorship after the creation of the work but this seems illogical. Normally, cre-
ation and attribution of authorship are coincident in time.

The approach taken in the Act can lead to difficulties because in many cases of works
produced with the aid of a computer it will not be possible to say with any certainty
whether the work has a human author. At one end of the spectrum a work will be pro-
duced using a computer as a tool, just as a writer uses a pen or a typewriter, while, at
the other end, the computer will produce its works with little or no direct human effort.
Neither of these situations should cause any great difficulty, but in between these two
extremes lay a great many types of work which are the result of a modest amount of
direct human input and classifying such works will not be easy. In order to consider
this question further, works which involve computers in their production will be cat-
egorised as follows:

® works created using a computer,
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® works created by a computer, and
e intermediate works.

In all these cases ‘computer’ means a programmed computer.

Works created using a computer

Examples of works which fall into this category are: documents produced using a word
processing system; CAD (computer-aided designs) such as plans for a house or a new
car body panel; music written using a program designed to assist with the composition
of the music (as opposed to a program designed to write music); and an accounts report
created using a spreadsheet program. In all these cases, the person operating the system
is using the computer to achieve the results that he wishes to obtain. The programmed
computer is merely a tool that allows the operator to use his creativity and imagination
to the fullest extent and efficiency. Such works are not computer-generated; the skill
and expertise (or at least the greatest part of these) derives from the user of the system.
Word-processed documents, drawings, music and reports produced using packages
which facilitate the making of these works are protected by copyright as original liter-
ary, dramatic, musical or artistic works in their own right. Indeed, section 51 of the Act
recognises that copyright can subsist in data stored in a computer representing a design
as a form of design document.

The person using the computer to create the work provides the expertise necessary
for the making of the work and is, for copyright purposes, the author of the work. That
expertise may be applied directly or indirectly: for example, a person writing a report
may draft it out on paper and then hand it to a word processor operator who enters it
into the computer. In these circumstances, the author is not the operator but the person
writing the report. It is similar to the process of amanuensis in which a person dictat-
ing a letter will be the author of that letter; the person who writes the dictation down
is merely his agent.

The person who wrote the computer program used to assist in the creation of the types
of works described above has no rights in the work because, although the programmer
may control or influence the format of the finished work, he has no control or influence
on the content. The fact that many works in this category may be produced directly using
a computer before any other tangible form exists presents no serious problems because
these works will exist, in terms of copyright protection, the instant they are recorded;
that is, as soon as they are stored on a computer disk or printed out on paper.

Works created by a computer

These works, which may be literary, dramatic, musical or artistic, are those in which
there is ‘no human author’ (section 178). This implies that the direct degree of human
intervention in the making of the work is lacking or minimal. Examples include:

e the automatic generation of weather forecasts by a computer communicating with
satellites;

e the selection of lists of random numbers for a competition or for the Premium Bond
draw;
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® programs which produce artistic designs or music automatically, being based upon
a set of rules or algorithms built into the program;

® a program designed to simulate some particular environment, such as climate,
monetary systems, battle scenarios, etc. and to produce reports based on that simu-
lation;

® works resulting from the application of fractal theory (it is claimed that fractal
theory has a growing number of industrial and commercial uses, for example, to
accurately measure a coastline; Glasser, D ‘Copyrights in Computer-generated
Works: Whom if Anyone do we Reward?’ (2001) Duke L & Tech Rev 0024).

Many of these systems operate with no human effort or skill apart from switching the
equipment on and checking that there is sufficient paper in the computer printer or
plotter and so on. The human operator has very little or no control over the format or
content of the output produced by the computer. The author of such a work is the
person who makes the arrangements for the work to be created. Therefore, if a busi-
ness organisation buys and installs computer equipment and software to produce such
works, that business organisation will be regarded as the author and, as a result, the
first owner of the copyright in the work. The Act contemplates non-human authors as,
by section 154, an author can be a qualifying person if, inter alia, it is a body incorpor-
ated in the United Kingdom, such as a limited company. In the case of an unincorpo-
rated body, such as a partnership, the partners will be considered to be the joint authors
of the work. As, theoretically, a company can be an author of a computer-generated
work, there has to be a special rule for determining the duration of copyright in such
works: the copyright expires at the end of the period of 50 years from the end of the
calendar year in which the work was made; section 12(7).

Interestingly, and controversially, the Act appears to ignore the skill and expertise of
the person or persons who wrote the computer programs used to generate these works.
It could be argued that the computer programmer whose skill lies behind the computer
output should have some recognition of authorship. However, this could cause difficul-
ties because a person obtaining a computer program would expect to own the copy-
right in anything produced using the program, and any provisions sharing the
ownership of the copyright between the user and the programmer could result in an
undesirable fetter on the subsequent use of information and reports generated by the
computer. The owner of the copyright in the computer program, suddenly realising that
he has rights with respect to the output generated from using the program, might
attempt to interfere with the subsequent use of that output in the hope that he will be
able to negotiate a fee for his permission.

A concept, as yet untested in the courts, is that there is no such thing as a computer-
generated work; that is, a work without a human author. After all, the argument that a
list of numbers drawn at random by a programmed computer had no human author was
rejected, as we have seen, in the Express Newspapers case. The approach adopted by the
Copyright, Designs and Patents Act 1988 is a utilitarian one but it does not reflect the
reality of the situation as it fails to recognise that all computer output is the result, albeit
in many cases the indirect result, of human skill and effort. It would have been better if
the programmer’s skill were recognised making him the author or joint author of ‘com-
puter-generated’ works. The practical difficulties resulting from this could be assuaged
by raising a presumption that ownership of copyright would lie with the licensee, the ulti-
mate user, of the computer program, subject to any agreement to the contrary.
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Intermediate works

These works lie in the area between computer-generated works and works made using
the programmed computer as a tool. The content of the output produced is the result
of the skill and effort of the person using the computer and the skill and effort of the
person who wrote the computer program and/or the person who produced any data-
base used in conjunction with it. There are many examples of these intermediate works,
such as a specialised accounting system for a particular type of business, builders’ esti-
mating systems, or a music synthesiser designed to produce music from a basic frame-
work of notes entered by the user and expert and decision-support systems.

A great deal of specialised software falls into this category where the skill required
to produce the finished results is contained partly within the program, the remainder
being provided by the user of the computer system. In some systems, the skill may come
from more than two sources. For example, consider a computer system designed to be
used to estimate the cost of building work. The system itself will comprise a suite of
computer programs, which include routines to provide analyses and breakdowns of the
costs derived, and a database of standard prices, based on sets of resources and labour
outputs. The person using the system to work out the cost of a building brings a sub-
stantial degree of skill by deciding whether the standard prices are applicable and, if
not, by building up new prices and entering them into the database. As Fig. 6.1 shows,
the resulting computer output has three sources of expertise: that of the programmer,
of the persons responsible for developing the database of standard prices, and of the
person using the system. Who is the author of the finished work? Because the person
using the system brings an amount of skill to the task, it would not be unreasonable to
suggest that he is the author. Indeed, the user has the most direct link with the finished
product and has ultimate control but may, nevertheless, rely to a great extent on the
programs and information contained in the database. It could be argued that the fin-
ished work is partly created by human author and partly computer-generated.
Alternatively, all three persons — programmer, database developer and user — might be
considered to be joint authors. In the absence of any clear guidance in the Act and until
we have a judicial precedent which clarifies the meaning of ‘computer-generated’, it is
important that contractual provisions are made to cover the ownership of rights in the
output of such intermediate works. In some cases, because all the persons involved are
employees of the company developing and using the software, there will be little diffi-
culty, but if outsiders are involved at any stage, terms should be inserted in contractual
agreements dealing with ownership and use of the computer output.

The same considerations apply to expert and decision-support systems. These
computer systems, which are intended to emulate the thought processes, analytical

Programmer Programs

OUTPUT

Developer Databases

Fig. 6.1 Authorship of intermediate works
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reasoning and advice of experts, contain a great deal of skill and expertise within the
systems themselves. An expert system, in basic terms, contains three main elements: a
knowledge base (rules and facts provided by experts), an inference engine (a computer
program which manipulates the knowledge base and applies it to a particular problem)
and a user interface to make the system ‘user-friendly’ and to provide explanations of
the reasoning adopted and advice given by the expert system. When an expert system
is used to produce some advice or a report, the expertise underlying the output comes
from the following sources:

e the experts who provided the knowledge;

e the persons (sometimes called ‘knowledge engineers’) who refined the knowledge
and formalised it so that it could be installed in the knowledge base;

e the persons who wrote the inference engine and the user interface (or adapted exist-
ing ones); and

e the user of the system.

The user of the system provides expertise because he will have to understand and
respond to the system, and he will have to interpret the questions asked by the system
and know what the scope and limitations of the system are. At this stage, most if not
all expert and decision-support systems cannot be used by naive users; a reasonable
general knowledge of the area of expertise covered by the system (its knowledge
domain) is essential if the output produced is to be taken seriously, just as the scope,
limitations and difficulties presented by a new piece of legislation can only be predicted
with any certainty by a lawyer and, even then, not always correctly.

What will the law make of the output of expert and decision-support systems when
it comes to deciding the authorship and ownership of the copyright in that output? To
argue that it is computer-generated and has no human author runs counter to common
sense. To say that the user of this system is its sole author might be convenient but is
unrealistic. To attribute authorship to the experts and knowledge engineers who devel-
oped the knowledge base is unsatisfactory because they cannot predict how the system
will be used and what responses will be made by the user; they have no control over its
use. In reality, all the persons listed above are the joint authors, in differing propor-
tions, of the output resulting from the use of the system. It must be said, however, that,
if the courts follow this interpretation, it will lead to all manner of complications
regarding the commercial use of expert systems and other ‘intermediate’ systems.
Although the courts might be willing to imply terms — for example, that the licensee or
‘purchaser’ of such systems owns the copyright in any output — it is obviously more sen-
sible to recognise the difficulties associated with this part of the Act and to make suit-
able contractual provision for ownership (as opposed to authorship) of computer
output. Better still, the provisions relating to computer-generated works ought to be
repealed. It is notable that the United States has no provisions for determining the
authorship of computer-generated works and that does not seem to have caused any
particular problems in practice though there are some concerns, particularly as utilitar-
ian works are less likely to attract protection under United States copyright law.

In spite of the doubtful value and uncertainty surrounding the authorship of com-
puter-generated works, it is surprising that, to the best of the author of this book’s
knowledge, there are no cases (reported or otherwise) in the United Kingdom on the
authorship of computer-generated works following the commencement of the
Copyright, Designs and Patents Act 1988. Incredibly, the only two cases on this issue
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were decided under the previous legislation, the Copyright Act 1956, which had no
provisions whatsoever on the matter. There may be a number of explanations for this.
Either the provisions are well understood and work effectively in practice (which seems
unlikely) or the question of ownership of computer-generated works or intermediate
works has been dealt with by way of licences and assignments. Another possibility is
where several persons might have a claim to authorship, they are all employees of the
same employer. A final possibility is that the software industry has not yet woken up
to the potential uncertainties regarding authorship. It may simply need just one case
where the output from an intermediate work proves to be very valuable commercially
in a situation where ownership has not been fully tied up that we see some serious lit-
igation in this area.
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Copyright and electronic publishing

Introduction

All manner of works can be stored and made available electronically. Literature, music,
works of art, audio-visual works and industrial designs can all be represented in digi-
tal form. Even three-dimensional works and moving images can be expressed digitally
and, using appropriate software, displayed on screens, copied, manipulated or trans-
mitted anywhere in the world ‘at the touch of a button’.

The ease with which all forms of creative expression can be exploited digitally has
far-reaching consequences as regards the dissemination of information and has opened
up the exciting prospect of a global information village. The term generally accredited
to Al Gore, the then Vice-President of the United States, of “The Information Super-
Highway’ is very apt to describe the technology, and the rate at which the largely
unregulated Internet has grown and continues to grow is impressive. Another recent
phenomenon is the growth of multimedia technology offering large storage of a wide
variety of works on a single disk, such as a compact disc (CD) or digital versatile disk
(DVD). Typically, a CD or DVD may contain film, music, photographs, text and the
spoken word, a collection of disparate works, each of which may be subject to copy-
right and may incorporate other rights such as rights in performances.

It is unsurprising that these new technologies pose considerable challenges to copy-
right law and the traditional role of copyright, which has only recently come to terms
with the computer program and database. Already there are serious issues relating to
balancing controls over the access and use of works and freedom of speech.

In the United States, a corporation which owned the copyright in certain works
created by L Ron Hubbard, the founder of the Church of Scientology, sued a former
member who placed extracts of the works on the Internet for infringement of copyright
and trade secret violations (BBC2, The Net, 15 May 1995). It seems that the access
provider was also threatened with legal action and that members of the Church sent
cancel messages on the Internet to delete previously posted messages about the Church.
The former member of the Church responsible for placing the works on the Internet,
Dennis Erlich, said, “We’re using 18th and 17th century law to define what goes on in
a 21st and 22nd century medium.” As a matter of note the defences of fair dealing and
public interest were available to a defendant who had reproduced extracts of Mr
Hubbard’s writings in the United Kingdom in paper form (see Hubbard v Vosper
[1972] 2 QB 84).

This chapter looks at the particular implications for electronic publishing. The fol-
lowing chapter concentrates on the European Directive on the harmonisation of certain
aspects of copyright and related rights in the information society (subsequently referred
to as the ‘Directive on copyright in the information society’). Certain provisions of this
Directive are supplementary to the subject matter of this chapter, particularly in respect
of electronic rights management information and technological measures aimed at pro-
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tecting works from unauthorised use and, to that extent, the following chapter should
be referred to when reading this chapter.

Before looking at the copyright implications of these new forms of information dis-
semination, it is worth looking at what is meant by electronic publishing.

What is electronic publishing?

The term ‘electronic publishing’ is lacking in precision and it is by no means clear what
it encompasses. For example, it could include publication by one of the following
methods:

® sale, rental or lending of a physical carrier containing a copy of the work or works
in question — for example, CD, DVD, magnetic disk or magnetic tape;

® by means of communications networks — for example, the Internet, other on-line
facilities or intranets; or

e by means of a broadcast, whether or not encrypted and whether or not in digital
form — for example, CEEFAX.

All these three forms of electronic publishing are capable of copyright subsistence. In
all cases, the individual works so made available may be subject to copyright and, in
some cases, there will be other copyrights, such as that in the broadcast or cable pro-
gramme. Additionally, there may be a further copyright in the form of a compilation.

It should be noted that, for copyright purposes, the word ‘electronic’ has a particu-
larly wide meaning, by section 178 of the Copyright, Designs and Patents Act 1988, as
being ‘actuated by electric, magnetic, electro-magnetic, electro-chemical or electro-
mechanical energy’ and the term ‘in electronic form’ means in a form usable only by
electronic means. However, even this width of definition may be incapable of keeping
up with technological change. Would the above definitions be appropriate in relation
to a liquid DNA computer described by Alexander (Alexander, G, ‘DNA holds key to
explosion in computer power’, The Sunday Times, 30 April 1995, p.29)? Nevertheless,
it is clear that the definitions of ‘electronic’ and ‘in electronic form” apply to CD, DVD,
laser disk, magnetic disk technology and other forms of storage presently in use such
as memory cards used in digital cameras. This is important as, under section 17(2),
copying includes storage in any medium by electronic means. The Act has specific pro-
visions for broadcasts and cable programmes and some forms of on-line publishing
would be deemed to be cable programme services. Information made available over the
Internet has been considered to be a cable programme or part of a cable programme.

This chapter concentrates on publication by means of multimedia and the Internet.
It also looks at the potential liability of internet service providers (ISPs) for copyright
infringement.

Multimedia

A CD or DVD typically may contain a whole range of works. For example, a multi-
media product on the topic of romantic poems may include among other things:

e the text of poems to be displayed on screen;
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e the sound of poems being recited;

® a commentary comprising an oral and/or textual description of material relating to
the poets and their poems;

e film sequences showing the poets at work or relaxing;

e photographs of the poets’ birthplaces, homes, relatives and acquaintances; and

e introductory and background music.

A feature of multimedia is that the person using the product can move about it at will.
The information is, therefore, structured and may have hypertext links. In terms of
copyright subsistence, all the works above may be subject to copyright in addition to
the whole as a compilation or database. The following example gives some idea of the
complexity of rights in such a work.

MultiMega, a multimedia publisher, decides to produce a DVD containing selected
poems written by Andrew, Belinda and Clarence. Andrew is still alive, Belinda died
some 20 years ago and Clarence has been dead for 80 years. Diana, a famous self-
employed literary critic has been commissioned by MultiMega to select the poems to
include in the DVD and to write some material giving a critical appraisal of each poem.
MultiMega’s editing manager, Edward, selects some music written by Frances, who
died 62 years ago, to use as background music. George, an actor, is commissioned to
recite the poems in front of a studio audience. A selection of modern photographs of
the poets” homes and favourite haunts, taken by Harriet, is to be included in the work,
with her permission. There is also some old footage of Belinda being interviewed live
on ICE television. MultiMega’s employees created the computer programs to access
and display the works and the hypertext links.

Assuming that there has been no subsequent transfer of the various copyrights except
on the death of a copyright owner, the following permissions will be required by
MultiMega:

® a licence from Andrew and from Belinda’s estate (as she is now deceased) allowing
for the copying, performance and issue to the public of their poems;

e an assignment (or exclusive licence) from Diana in respect of the compilation copy-
right and the material she has written;

e an exclusive licence from George in respect of his live performance and that of the
recording company which first recorded the performance (these are rights in per-
formances, such rights being similar to copyright, often described as neighbouring
rights); and

® a licence from ICE in respect of the broadcast.

No permission is required in respect of Clarence’s poems which are now out of copy-
right but care must be taken as far as Frances’s music is concerned as the copyright in
it might be revived as a result of the extension of the term of copyright to life plus 70
years (this will be so if her music is still protected in any member state of the European
Community). As Edward presumably is an employee, none of his efforts will result in
a copyright that belongs to him rather than MultiMega. Another problem for
MultiMega is that some of the persons involved will have moral rights (in particular,
Andrew, Diana and Harriet), and it must take account of moral rights, either by
acknowledging the authors or seeking a waiver in respect of the right to be identified.
It is clear that, in most cases, obtaining the necessary permissions for a work of multi-
media will be difficult, drawn out and, probably, expensive!
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The changes to copyright in relation to databases result in the ensuing multimedia
product probably being considered to be a database rather than a compilation. The
definition of a database is a collection of independent works, data or other materials
which are arranged in a systematic or methodical way and are individually accessible
by electronic or other means. This would certainly seem to be the case with
MultiMega’s DVD. However, one proviso is that it may be that not all the works
included are ‘individually accessible’. For example, a particular piece of music may be
played only when a specific film sequence is accessed and it may not be possible to
access that music entirely on its own. This may seem overly pedantic but, if the DVD
does not qualify as a database, it almost certainly will as a compilation. As far as copy-
right is concerned, there is very little difference between copyright in a database and
copyright in a compilation. But, databases must be personal intellectual creations to
attract copyright whereas the requirement for originality for compilations is not further
qualified. The other main difference is that fair dealing for the purposes of research or
private study in respect of databases requires an indication of the source and does not
extend to research for a commercial purpose. (However, this soon will be the same for
other literary, dramatic, musical and artistic works as a result of the forthcoming
implementation of the Directive on copyright in the information society.) There is also
a provision protecting the carrying out of any act necessary for access and use of the
contents of a database by a person having a right to use it.

On balance, it seems most likely that such DVD and CD products will be classified
as databases, except in the case of music compilations which are excluded by the
Directive on the legal protection of databases: these continue to be protected as compi-
lations. If a DVD or CD like that made by MultiMega is a database, the next question
is whether it is a copyright database or whether it is only subject to the database right.
As seen in the preceding chapter, this is a question as to whether its making was the
result of a personal intellectual creation and/or whether it required a substantial invest-
ment. In the above example, it is possible that both of these rights subsist. Of course,
whether the entire work is classed as a copyright database or one subject to the data-
base right or both does not affect the copyright and other rights subsisting in the indi-
vidual works and performances contained within it.

A further issue is whether the hypertext links built into the software are protected by
copyright. These may be considered to be a structural element of the database protected
as a non-literal element. As the Directive on the legal protection of databases makes
clear, the protection of copyright databases extends to their structure. It seems entirely
reasonable to assume that a person copying the structure of hypertext links from one
multimedia product to another, different, product may infringe the copyright in the first
if those parts taken represent a substantial part of the first, providing it is a copyright
database. Of course, it would be rare that much would be gained simply by copying the
structure of hypertext works alone.

The Internet

Publishing works on the Internet looks very attractive at first sight. It is a really effec-
tive way of making a work available to a wide audience at minimal expense. Many aca-
demic writers were quick to seize the opportunity to spread their work on a world-wide
scale. A number of academic journals are now appearing on-line and while many
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Fig. 7.1 The Internet

authors may be happy to distribute their work in this way, without recompense, there
are large numbers of authors who depend on the income they receive from publishing
their work, as do their publishers. There is a view, still held by some, that the Internet
is equivalent to the public domain and anything available there should be freely copied
and used. This view is misguided.

Typically, individuals gain access to works on the Internet, which are stored on host
computers, via an access provider (see Fig. 7.1).

The Internet itself is, basically, made up of public telecommunications systems which
are used to carry information from host computers. The technology makes use of the
most effective path through the system at the time of transmission, re-routing to avoid
busy lines. No one is in overall control of the Internet.

Individual works available on the Internet will normally have their own copyright
which may well be a foreign copyright. They may also be subject to other rights such
as moral rights, performance rights and recording rights. Contrary to the view that the
Internet is equivalent to the public domain, this does not affect the fact of subsistence
of copyright and other rights. A copyright owner may choose to make his work avail-
able freely but it will remain a work of copyright and will not affect the copyright pos-
ition of other works. It is advisable for owners of copyright works to make it clear
whether the work can be printed or downloaded or used in other ways. Whilst it is
almost impossible to police the use of works on the Internet the copyright position,
including moral rights, should be spelt out. In fact, the Directive on copyright in the
information society provides for specific protection for such information, as described
in the following chapter.

Under United Kingdom law, apart from any copyright in the individual works, data-
bases or compilations of works, there may be separate copyrights as cable programmes
included in a cable programme service. This is defined by section 7(1) of the Copyright,
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Designs and Patents Act 1988 as a service consisting wholly or mainly in sending visual
images, sounds or other information by means of a telecommunications system, other-
wise than by wireless telegraphy, for reception:

(a) at two or more places (whether for simultaneous reception or at different times in
response to requests by different users), or
(b) for presentation to members of the public.

It seems clear that information available via the Internet falls within (a) above. There
are a number of exceptions (including systems which are predominantly interactive
such as electronic mail). There are difficulties, however, with applying cable pro-
gramme copyright to the Internet. This form of copyright was intended to be the equiv-
alent to the broadcast copyright for providers of cable television. In this sense it works
well but, by section 9(2)(c), the author of a cable programme is the person providing
the cable programme service in which the programme is included. The question here is:
who is the person providing the service? As no one person is in overall control this is
not easily answered. The access provider who arranges connection to the Internet does
not, in reality, provide the service in which the programmes (or works) are included.
Rather, the service provider is a facilitator rather than a provider.

The first case on the copyright nature of the Internet was heard in Scotland. It
involved webpages of the Shetland Times on which extracts of news items appearing in
printed editions of its newspapers were placed. It was hoped that advertisers would
want to advertise on the front page of the website. The defender, Dr Jonathan Wills,
operated a website called The Shetland News on which he had placed verbatim head-
lines from the Shetland Times. Anyone accessing these headlines could, by clicking the
mouse button on them, gain access to the news items on the Shetland Times website,
by-passing the front page with its advertisements. It was claimed that the copyright in
the headlines had been infringed. In Shetland Times Ltd v Dr Jonathan Wills [1997]
FSR 604, in the Outer House of the Court of Session, Scotland, Lord Hamilton granted
an interim interdict (injunction). He said that it was arguable that the copyright in the
headlines had been infringed by including them in a cable programme service. He also
said it was at least arguable that operating a website was operating a cable programme
service within section 7(1) of the Copyright, Designs and Patents Act 1988 (see above).

There is an exception in section 7(2)(a), where an essential feature of the service is
that it is interactive. However, Lord Hamilton did not accept that this provision applied
to save the defender as, although persons accessing the website could send messages
and communicate with the Shetland Times via the Internet, this was not an essential
feature of the service. Alternatively, that part of the service was severable, leaving the
remainder of the service to be classed as a cable programme service. An appeal was
lodged but the parties settled the dispute before the appeal got properly under way.
That being so, it is not beyond doubt whether operating a website is within the mean-
ing of operating a cable programme service, although that does seem to be the most
appropriate form of copyright.

Later decisions have reinforced the view that operating a website is within the mean-
ing of providing a cable programme service for the purposes of copyright law. For
example, in Sony Music Entertainment (UK) Ltd v Easyinternetcafe Ltd [2003] EWHC
62 (Ch), the judge thought that that this was correct although he did not have to decide
the matter. In that case, the defendant provided a CD burning service in its internet café
such that customers could save music and other works downloaded from the Internet
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into a personal directory, from where an employee of the defendant could copy the
works onto a CD on payment of a fee by the customer. The employee was told not to
look at what had been downloaded. This was held to infringe copyright, the fact that
the defendant was not aware of what was being copied was no defence as copyright is
infringed simply by carrying out one of the restricted acts, knowledge being irrelevant
(although it could affect the availability of damages). It would seem that the defendant
could also have been liable on the basis that it had authorised infringement by the cus-
tomer who would subsequently play the music but this point was not argued.

The defendant then argued that the copying onto CDs was within the ‘time-shifting’
defence under section 70 of the Copyright, Designs and Patents Act 1988 which pro-
vides that the making for private and domestic use of a recording of a broadcast or
cable programme solely for the purpose of enabling it to be viewed or listened to at a
more convenient time does not infringe any copyright in the broadcast or cable pro-
gramme or in any work included in it. If the Internet was a cable programme service,
then, potentially, this defence could apply but Mr Justice Peter Smith held that the
copying was not done by the defendant for private and domestic use as customers were
charged for this service.

If operating a website is operating a cable programme service, this has important
consequences. A cable programme is defined as ‘any item included in a cable pro-
gramme service’ by section 7(1) of the Copyright, Designs and Patents Act 1988. As
a cable programme service consists wholly or mainly in sending visual images, sounds
or other information and infringement extends to including a cable programme in a
cable programme service, this could mean even very small items, normally regarded
as too small or trivial to attract copyright protection otherwise, could be protected.
In particular, an item of ‘information’ could be quite small. It should be sufficient to
convey something (a dictionary definition of ‘information’ is ‘something told, knowl-
edge, items of knowledge’) and it is likely that even a small newspaper headline could
do this. Somewhat controversially, in the Shetland Times case, Lord Hamilton con-
sidered that the headlines were literary works in their own right. Normally these
would be considered too small for copyright protection and, in the past, phrases such
as ‘Beauty is a social necessity, not a luxury’ and ‘The man who broke the bank at
Monte Carlo’ and words such as ‘EXXON’, ‘Kojak’ and ‘Elvis’ have been held not to
be works of copyright. However, if a generous view is taken of ‘information’, very
trivial things could be protected by virtue of cable programme copyright. Apart from
continuing doubts as to the copyright status of the Internet as a service (notwithstand-
ing that individual works placed on webpages will, in most cases, have their own
independent copyright) there are other serious problems for copyright in ‘cyberspace’
such as:

e powerful copyright owners may use bullying tactics, obtaining or threatening injunc-
tions against individuals and, more seriously, against access providers;

® it becomes impossible to control copying and unauthorised use of works (copies can
be made on disk virtually instantaneously — much cheaper and quicker than photo-
copying); and

e the international dimension is a nightmare in terms of policing, jurisdiction and
acting against infringers.

Until recently, there has been an emphasis on the medium on which a work is stored
with too little appreciation of the nature of copyright. For example, a book comprises
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two separate and distinct property rights. The paper, ink and binding together make an
item of tangible property, a good or personal chattel. The work contained within the
book and expressed therein is subject to a copyright which is a form of intangible prop-
erty. There has been insufficient focus on the existence of the intangible right that is
copyright and, with the advent of the Internet, freeing the copyright from its medium,
like releasing the genie from the bottle, may yet have interesting and possibly unex-
pected consequences.

Licensing

When it is required to commercially exploit works published electronically (whether by
cable, broadcast or in multimedia products) it is usual for access to be provided by
means of a licence agreement. A licence is necessary because accessing the works will
involve an act restricted by copyright. For example, retrieving a document from a data-
base of documents will require a copy to be made in the computer’s memory and the
copyright owner’s permission to do this must be obtained. This is not so with tra-
ditional paper materials. Taking a book from a library shelf and reading it does not
require any acts to be done which are restricted by copyright. Any use of a work involv-
ing computer technology will require copies to be made even if they are only transient.
By section 17(6) of the Copyright, Designs and Patents Act 1988, it is an infringement
of copyright to make a transient copy.

The use of licence agreements brings contract law into play in addition to copyright
law. A licence agreement will contain terms concerning the use of the work and may
impose restrictions going beyond copyright. Typically, a licence may specify the acts
that may be done in a negative way by stating what may not be done. For example, a
licence for the use of a multimedia product stored on a CD or DVD may state that the
licensee shall not duplicate the CD or DVD or print out any of the works contained in
it or download any of those works apart from viewing on a screen. If the product is
available with an updating service there may be a term requiring that old copies are
destroyed or returned to the licensor. The licence may also require that the licensee
place notices near computer terminals warning of copyright infringement. Failure to
abide by the terms of the licence will be a breach of contract and, in many cases, also
an infringement of copyright.

There are important international differences in the protection of creative works. For
example, the United Kingdom does not yet provide for an artist’s resale right as applies
in France. This can make the identification of rights and obtaining the permissions
required very difficult, especially with a product such as multimedia. The person
acquiring a multimedia product, particularly for business purposes, should satisfy him-
self that all the relevant permissions have been obtained and provided for in the licence
and should check that the licence agreement also contains an indemnity. If it turns out
that a relevant permission has not been obtained, the licensor should indemnify the
licensee against any claims arising and which are directed at the licensee. An example
of the difficulty that might be experienced is whether a consent that had been obtained
40 years ago in respect of playing music from a vinyl sound recording in public would
now extend to incorporating the music in a multimedia product. Peggy Lee obtained
some $3.8m in an award of damages resulting from an action against Walt Disney. She
claimed that her original agreement with Walt Disney for her work on Lady and the
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Tramp did not extend to selling videos of the film. Video had not been invented at the
time! (The Times, 7 October 1992, p.16.)

On-line databases are now well established and, usually, made available through a
subscription in the form of a licence agreement. In addition to paying an annual fee, it
is not uncommon for each search of the database to be charged individually. An inter-
esting feature of an on-line database is that the provider can keep an exact record of
the use of the database and can charge a sum reflecting the precise use that has been
made of the database by the subscriber. The ability to monitor use in this way will have
increasingly significant implications in the future.

An on-line database may comprise a number of copyrights as is the case with CDs
and DVDs. Taking LEXIS as an example, a database containing the full text of legis-
lation and cases, the legislation is, in the United Kingdom, a work of copyright which
belongs to Her Majesty (Crown copyright). The cases contain court judgments each of
which comprise catchwords, a headnote and the judgment itself. The copyright in the
catchwords and headnote will belong in the first instance to the organisation employ-
ing the law reporter (or reporter himself if self-employed) but the judgment will be
Crown copyright on the basis that a judge is probably a servant of the Crown who
writes the judgment in the course of his duties; section 163. The database maker will
have a copyright or database right or both in the database as a whole and will have
been permitted to enter the individual materials into the database under licence agree-
ments. The licence under which the subscriber is permitted to use the database will
restrict that use, particularly in terms of downloading and copying.

Other questions are raised in relation to databases. For example, is a particular data-
base protected by copyright or by the database right or both? How is substantiality
determined in relation to a database? Is the copyright in a database refreshed from time
to time as it evolves and undergoes changes? At what stage does an aggregation of
incremental changes give rise to a fresh copyright or database right?

Collecting societies such as the Performing Right Society, the Copyright Licensing
Agency and Newspaper Licensing Agency assist in the exploitation of copyright by
increasing the accessibility of works and allowing a certain amount of copying or play-
ing while providing copyright owners with income. These societies are, in general
terms, just coming to grips with the fact that organisations are more likely to prefer to
copy works available on-line and to disseminate them on-line to staff or students, for
example, by means of an intranet. The Copyright Licensing Agency’s main type of
licence still only allows photocopying from paper to paper although it does run a
Higher Education Digitisation Licensing Scheme which allows scanning from certain
paper publications to make information available to staff and students of educational
establishments over a network. However, permission must be sought individually each
time it is desired to make part of a work available in this way. The Educational
Recording Agency allow staff at educational establishments to record radio, television
and cable output of its members to show to students in that establishment. A similar
arrangement applies to Open University materials.

The Newspaper Licensing Agency is very important as a means of distributing press
cuttings to staff in a company or firm. This does allow digital copying under one of its
schemes. Of course, in all these cases, the licences only apply to works of publishers,
recording companies, broadcasters and the like which are members of the relevant
schemes. The licence fees paid by subscribers form the basis of payments made to mem-
bers. These licensing schemes are likely to increase in importance and in terms of the
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range of works covered. For many authors and publishers, for example, they already
are a significant source of income. The Public Lending Right Scheme is a scheme which
distributes money provided by the government to authors of books to compensate them
for borrowing of the books from public libraries. At this stage, the scheme only applies
to books in paper form.

Special copyright problems posed by electronic publishing

Apart from the issues identified above, there are a number of specific problems that may
result from the widespread use of electronic storage and publishing of works. These
problems relate to digitisation, typographical arrangements, electronic publication of
old works and the liability of ‘facilitators’, persons or organisations (such as libraries)
which make electronically published works available to end users and, especially, inter-
net service providers (ISPs). These are considered below.

Digitisation

Some doubts have been expressed as to whether digitising (storing in digital form) is
within the restricted act of copying for copyright purposes. In Anacon Corp Lid v
Environmental Research Technology Ltd [1994] FSR 659, the defendant had used the
claimant’s circuit diagram to create a printed circuit board. As an intermediate step, the
defendant made a net list (a list of the electronic components with details of their inter-
connection) from the circuit diagram. Although a circuit diagram is, prima facie, an
artistic work, the judge held that it was not an infringement of the copyright in the cir-
cuit diagram as an artistic work because the circuit board did not look like an artistic
work. He said that it was the visual significance of an artistic work that mattered.

On this basis, making a digital copy of an artistic work will not infringe as the digi-
tal copy will not look like the original work or, for that matter, any artistic work.
Previous case law under the Copyright Act 1956 supports this view but the Copyright,
Designs and Patents Act 1988 contains a provision that clearly contradicts this
approach. Section 17(2) states that copying a literary, dramatic, musical or artistic
work ‘includes storing the work in any medium by electronic means’ — a phrase that
was not mentioned by the judge, Mr Justice Jacob. Of course, the words of the statute,
if they are clear and unambiguous, which they are, prevail. Therefore, that part of the
judgment dealing with infringement of copyright in artistic works must be read with
caution.

Jacob J overcame this apparent (and mistaken) limitation by holding that the circuit
diagram was also a literary work because it was intended to be read. A person making
a circuit board would have to read the information contained in the diagram, which
also included written information such as the rating of components. By doing so and
creating a net list, the defendant had reproduced the literary work in a material form.

The definitions of sound recordings, films, broadcasts and cable programmes are very
wide and, for these works, converting or storing the work in digital form should pres-
ent no particular problems. For example, by section 5(1) a ‘film’ means ‘a recording on
any medium from which a moving image may by any means be produced’. Of course
reproducing a work from a digital recording will normally infringe copyright if done
without the copyright owner’s licence and this is so even if any intervening act does not
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infringe; see section 16(3). For example, say that Mary in London buys an L S Lowry
print (L S Lowry died during 1976 and his paintings are still in copyright). Mary scans
the print into her computer, converting it into digital form, say as a JPEG file. She then
sends the file as an e-mail attachment to Thomas in Cardiff who then downloads the
file and opens it so he can view the image on screen and then he prints it out on paper.
Neither Mary nor Thomas has the permission of L S Lowry’s estate to do any act
restricted by copyright. By section 17(2), by scanning in the image and storing the work
electronically, Mary has infringed copyright. Transmitting the work digitally does not
infringe as the transmission is only sent to Thomas and does not make the work avail-
able to the public. As the image was sent as an e-mail attachment rather than placed on
a website, there is no infringement on the basis of it being included in a cable pro-
gramme service. However, Thomas infringed the copyright, first by downloading
(making a copy in electronic form) then by viewing the image (making a transient copy)
and then by printing the image on paper (making a permanent copy). The fact that an
intervening act (transmission as an e-mail attachment) did not infringe does not break
the chain as far as Thomas is concerned. Mary will probably be liable also for the
infringing acts of Thomas because infringement includes authorising another to do any
of the acts restricted by copyright. This is shown diagrammatically in Fig. 7.2. It is
interesting to note that Thomas infringes the copyright simply by downloading the
image (or even by viewing on screen without first saving the file to disk) as there is no
defence of innocent infringement. Thus, it is possible to infringe copyright by opening
or saving a file without any knowledge of the contents. The harshness of this rule is
that, although there is a technical infringement, damages will not be available to the
copyright owner unless the person in question knows or has reason to believe that the
copy is an infringing copy.

It is arguable that because of the weak link in the above acts (transmission other than
by way of a broadcast or cable programme service) there should be a strengthening of
the Copyright, Designs and Patents Act 1988 in this respect. Though it should cause no
particular difficulties within the United Kingdom, it could if a copy of the work is
obtained lawfully already in digital form and it is then transmitted to another country.
On the face of it, the person transmitting the work from the United Kingdom does not
himself infringe copyright. Liability might still accrue, however, on the basis that he has
authorised the infringement by facilitating it. In such a case, it is doubtful whether there
would be an infringement of United Kingdom copyright but there could be liability in
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Fig. 7.2 Infringement of copyright in a digital work
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the country where the copying actually takes place for authorising copying in that
country. This assumes that the work in question has copyright protection in that
country. Infringement by authorisation is considered later in this chapter in the context
of ISPs.

Typographical arrangements of published editions

Typographical arrangements of published editions are protected as a distinct form of
copyright (section 1(1)(c) of the Copyright, Designs and Patents Act 1988). This copy-
right gives protection to publishers of literary, dramatic and musical works irrespective
of the copyright su